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MODELING OF ENFORCED AND SHEAR FLUID FLOW
WITH THERMAL CONDUCTIVITY AND CONVECTIVE BETWEEN ECCENTRIC CYLINDERS

A mathematical model of the three-dimensional flow of a viscous incompressible fluid in the gap between non-
aligned cylinders is developed on the basis of the equations of continuity, Navier-Stokes and energy equations. An
analysis is made of the dimensionless terms of the initial equations for determining the contribution of convection
effects, thermal conductivity, and dissipation in the liquid layer. An algorithm for numerical search of pressure fields,
velocities and temperatures in the lubricating layer is developed and implemented.
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STRUCTURAL AND FUNCTIONAL ORGANIZATION OF INFORMATION SYSTEM
FOR MONITORING AND DEVELOPMENT FIRE MANAGEMENT IN THE DATA CENTER

The article considers the problem of monitoring and forecasting the appearance and development of fire
hazard in the data center based on the device of neural networks and the productive computing. A structural and
functional organization of the system, which allows you to identify early fire hazard or an initial stage of a fire.

Ne4(102)2017




Hay4Ho-mexHu4Yeckull XypHan

Keywords: fire hazard; fire; data center; situation assessment; production system; neural network.
BIBLIOGRAPHY (TRANSLITERATED)

1. Xanis N.A,, Sazonov S.Yu., Titenko E.A. Podxod k prognozirovaniyu vozniknoveniya pozharoopasnoj
situacii v data-centre na osnove nejronnyx setej. — lIzvestiya Yugo-Zapadnogo gosudarstvennogo
universiteta. — Seriya: Upravlenie, vychislitel'naya texnika, informatika. — Medicinskoe priborostroenie,
2015. — Ne 4 (17). - S. 8-14.

2. Sazonov S.Yu. i dr. Sistema sverxrannego obnaruzheniya pozharov na osnove registratora nanochastic /
S.Yu. Sazonov S.Yu., E.A. Titenko, S.N. Frolov, O.V. Efremova / Materialy Mezhdunarodnoj nauchno-
prakticheskoj konferencii «Fizika i texnologiya nanomaterialov i struktur»: Yugo-Zapadnyj
gosudarstvennyj universitet, 2013. — S. 72-75.

3. Emel'yanov S.G., Frolov S.N., Sazonov S.Yu. Metod i model' ocenki riska vozniknoveniya
pozharoopasnyx situacij. — Informacionno-izmeritel'nye i upravlyayushhie sistemy, 2014. — Tom 12. — Ne
5.-S. 21-27.

4. Titenko E.A., Sazonov S.Yu., Frolov S.N. Organizaciya monitoringa pozharnoj bezopasnosti
e'lektricheskix setej na osnove mnogoagentnogo podxoda. — Sbornik materialov X1 Mezhdunarodnoj
nauchno-texnicheskoj konferencii «Optiko-€'lektronnye pribory i ustrojstva v sistemax raspoznavaniya
obrazov, obrabotki izobrazhenij i simvol'noj informacii. Raspoznavanie —2013», 2013. — S. 357-360.

5. Egorov S.1., Sazonov S.Yu., Frolov S.N. Podxod k postroeniyu intellektual’'noj sistemy modelirovaniya i
upravleniya sostoyaniem pozharoopasnosti slozhnyx texnicheskix ob"ektov. — Informacionno-
izmeritel'nye i upravlyayushhie sistemy, 2013. — Tom 11. — Ne 8. — S. 50-54.

HHDOPMALIMOHHBIE TEXHOJIOI'MH B COL{UAJIPHO-ODKOHOMUYECKUX
U OPI'AHU3ALIUOHHO-TEXHUYECKUX CUCTEMAX
YK 004.5

A.b. AHIPEEHKOB, A.C. BbIUKOBA, C.A. 3ABEJIVH, A.b. HEHAEBA,
B.A. ITAPIINHA, N.U. IIATHUH, N.C. CTBIUYVK, A.E. ACTPEBKOB

AHAJIN3 TPEBOBAHUI
K TEOMH®OPMAIIMOHHBIM CUCTEMAM MOHUTOPHUHT A
IMPOBJIEM I'OPOJICKOT' O XO3SMCTBA

B oannoii cmamve aemopel oceewaiom mpebosanus O CO30AHUA 2e0UHPOPMAYUOHHBIX CUCTEM
MOHUmMOpUHEa npodIem 2opodcko2o xosaticmea. Ilpusodumcs axkmyanbHocmes paszpabomiu noo00OHOU
cucmemsl. Ilepeuucaenvt u onucanvl mpedoeanus 0as co30amus 2nekmponnou yeayeu na 6aze I'HC.
Iloopo6no onucwieaiomces mpebosanus Kk cozoasaemotl na 6aze I UC snekmponnou yciyee peuienus npooiem
20p0o0cKo2o xosalicmea. B cmamve onpedensemcs cocmag u nepeueHv mexHONo2ul, HeoOX0OUMbIX Os
peanuzayuu u HeOpeHUs OAHHO20 cepauca.

Knioueswvie cnosa: snekmponnas yciyea, 6eb-cepguc; 20poocKkoe Xo3aicmeo, MOHUMOPUHe npooaem;
00CIYAHCUBAHUE HACENEHUSA, 20POOCKUE CLYHCObL.
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REQUIREMENTS ANALYSIS IN GEOINFORMATION SYSTEMS
OF MONITORING OF PROBLEMS OF MUNICIPAL ECONOMY

In this article the authors highlight the requirements of geoinformation systems for monitoring urban
problems. The article presents the urgency of developing such system. The requirements for the creation of an
electronic service based on GIS are listed and specified. Details describe the requirements for the created database.
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A.B. APTEMOB, M.A. TOPUHA, A.C. KOHHUILEB, A.E. TPYBUH
YIIPABJIEHUE BPEMEHEM UCIIOJITHEHUS 3AKA3A
HA OCHOBE BHEJIPEHUS 1C-BUTPUKC 24
B JIOTUCTHYECKYIO U MAPKETHHI'OBYIO JEATEJIBHOCTD
TOPI'OBO-ITIPOMBIIIJIEHHBIX ITPEAITPUATHIA

B cmamve paccmompenvl ochosnbie npodaemvl 6HeOpenus HOBOU UHPOPMAYUOHHOU CUCTEMbL HA

mop208o-npomvluiiennom npeonpusmuu Oprogckoli obracmu u npeonoxcensvi ux pewenus. Takoce oan
amanuz nosviuleHus dhgekmusHocmu 102UCMUYECKOU U MAPKEMUH2080U OessmelbHOCmuY, 01a200aps.
ucnonvzosanuto 1C-bumpukc 24.

Knroueswie cnosa: ungpopmayuonnvie cucmemvi; CRM-cucmemor; 1C-Bumpukc 24, nocucmuyeckas

U mapkemurnecoeas oesmenbHOCmb mopeco60-npomubliUeHHbLX npednpuﬂmuﬁ.
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TIME MANAGEMENT OF THE ORDER ON THE BASIS OF IMPLEMENTING 1C-BITRIX 24
IN LOGISTICS AND MARKETING ACTIVITIES OF TRADE-INDUSTRIAL ENTERPRISES

The article considers the basic problems of introduction of new information systems for trade-industrial
enterprises of the Oryol region and suggest solutions to them. Analysis of increasing the efficiency of the logistic and
marketing activities through the use of 1C-Bitrix 24.
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YK 343.148.6
B.T. EPEMEHKO, M.A. CASOHOB

METOJJAYECKHE ACIHEKTBI COBPEMEHHOM SKCITEPTHU3HI
B 3AJAYAX YIIPABJIEHUA COIUMAJIBHBIMU
N O9KOHOMUMWYECKUMU CUCTEMAMMU

B cmamve obochosana akmyanbHOCMb HPUMEHEHUs Memooos coopa u 0OpabomKu 3KCHepPmHOl
uHoOpMayuy, U3N0NCEH KOMNJIEKCHbIN NOO0X00 obecneuugarowuii nosviuieHue 3QheKmueHocmy 3mux
npoyeccog 8 uHmepecax Ynpagienus COYUANbHIMU U IKOHOMudeckumu cucmemamu. C  yuemom
B03MOJICHOCTHEL COBPEMEHHBIX UHDOPMAYUOHHBIX MEXHOAO2UU NPEONodNCeH NOPAOOK Op2aHuzayuu u
npoGedeHuss IKCNepmusbl 6 GUOe VHUBEPCANbHO2O CEPBUCd KAK Cpedbl G3auMOOeucmeus 3aKa3yuKa
9KCnepmu3sbl U IKCNePmHO20 coobwecmea. Buiasnenvl u cgopmynruposansvi ocrnoguvie mpebosanus K
cospemMeHHoU dKchepmuse, elusgowue na QyHKyuonan umozosou cucmemul. Chopmynuposan u obocnosam
HOBbIIL  NOOX00 K  OYEHUBAHUIO — KEANUDUKAYUU  IKCHEPMOs,  VAPOWAWUL KAK — CAMy MoOelb
K8ANUPUKAYUOHHO20 NPOPuiis, MAK U e€ NPakmudeckylo peamusayuro. YmounHeH aoanmueHulii nooxoo K
peutenuio 3a0a4u opMuposanus IKCHepmHOU cpynnbl HA OCHO8E YOPMATUIAYUU MEMAMUKY IKCHEPMU3bL.
Ha npumepe memooa /lenvgpu onucan nopsiook 0opabomru 3KCNEPmMHbIX OYEHOK € Y4enoM HOPMUPOBAHHO2O
VposHs  Keanugukayuu 9Kcnepmog epynnuvl. Pazpabomanvl npeonodicenus no onpedeneHuro Gopmol
pe3yibmama dKCnepmu3bl 8 COOMEEMCcmeuy ¢ mpeboSAHUAMY 3aKA34UKA, 8UOOM IKCHEPMU3sbl, d MaK Hce
cmenenvio eé hopmanuzayuu.
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IKCNEPMHAs SPYNNA, MUNo8as NpoOIeMHAs CUmMyayus, NPUOIUdiCenHble eOUHUYbL K8ATUpuUKayuu, ypogeH
keanupuxayuu, obnacmo 3uanuil, memoo envu,; keapmuivHulll pazmax, Kodg@uyuenm sapuayuil.
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METHODOLOGICAL ASPECTS OF MODERN EXPERTISE
IN MANAGEMENT TASKS, SOCIAL AND ECONOMIC SYSTEMS

The article substantiates the relevance of the applying of methods of collecting and processing of expert
information. It expounds a comprehensive approach which provides an effectiveness increase of these processes in the
interests of social and economic systems management. In view of the capabilities of modern information technologies the
article offers the order of expertise organization and examination in the form of a universal service as a mean of
interaction between the expertise customer and expert community. The article identifies and sets out the basic
requirements to modern expertise which have influence on the functionality of the final system. The article formulates
and justifies a new approach to the qualification evaluation of the experts to simplify as the qualification profile model
itself and its practical implementation. The article precises the adaptive approach to solving the problem of an expert
group formation based on the formalization of the expertise subjects. The article describes on Delphi method example an
order of expert evaluations processing considered the normalized level of experts qualification of expert group. The
offers of the defining the form of expertise results in accordance to the customer requirements, the type of examination,
and the degree of its formalization are elaborated in the article.

Keywords: expert; network expertise; virtual expertise; expert interview; expert group; typical problem
situation; approximate classification units; classification level; area of knowledge; area of knowledge; Delphi method;
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IHEPEXO/I HAJIOI'OBbBIX OPI'AHOB
HA ABTOMATU3UPOBAHHYIO UHO®OOPMAIIMOHHYIO CUCTEMY
AHUC «HAJIOTI'-3»: IPOBJIEMbI, PE3YJIBTATDI, IIEPCIIEKTHUBbI

B cmamve paccmompena agmomamu3upo8annas UH@OOPMAYUOHHASL CUCEMA HANO208bIX OP2AHO8
Hosozo noxoaenuss AUC «Hanoe-3», onpedenensi ee ocobenHocmu u yeaegvie 3aoayu. llpoananuzuposana
apxumexmypa AUC «Hanoe-3», 0ana xapakxmepucmuka ee 0CHOBHb6IM KoMnonenmam. Hcciedosansl smanul
eHeOpenuss Gynkyuonanvuvlx 6n0x06 AUC «Hanoe-3» 6 npomviuiiennyro sxcniyamayuio. Buisenenu
npeuMywecmea HOGOU agmMoMamu3upoOBaAHHOU UHDOPMAYUOHHOL CUCMEMbl HAN0206bIX opeanog AHC
«Hanoe-3» no cpasuenuio ¢ delicmayroweli panee.

Knwuesvie cnosa: Hanozosvie opeanvl, ungopmayuonnas cucmema; AHC «Hanoe-3»;
apxumexmypa AUC; ¢pedepanvroe xpanunuuge 0aHHbIX; PYHKYUOHATLHBIL ONIOK.
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TRANSFER TAX AUTHORITIES ON AUTOMATED INFORMATION SYSTEM
AIS «TAX-3»: PROBLEMS, RESULTS AND PROSPECTS

The article describes the automated information system of the tax authorities of the new generation of AlS
«Tax-3», identified its features and targets. It analyzed the architecture of the AIS «Tax-3», given the characteristics of
its main components. We studied the stages of implementation of the AIS «Tax-3» functional units into operation. The
advantages of the new automated information system of the tax authorities of the AIS «Tax-3» in comparison with the
existing earlier.

Keywords: the tax authorities; the information system; the AIS «Tax-3»; the architecture of the AIS; the
federal data storage function block.
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ABTOMATHU3ALIHA U YIIPABJIEHUE
TEXHOJIOI'HYECKHUMHU ITIPOLJECCAMHU U ITPOU3BOLACTBAMHA

VIIK: 658.54 + 621.3.049.771.14
0.B. JIPO3]1, JI.B. KAITYJINH

MOJAEJIb 2JIEKTPOHHOI'O KOHCTPYKTOPCKOI'O IOKYMEHTA
B EAMHOM HH®OPMALIMOHHOM ITPOCTPAHCTBE
MNOJAEPKKHU NPOEKTUPOBAHUA MUKPOJJIEKTPOHHBIX CUCTEM

B cmamve npeonoosicena eubpuonas moodenv 31eKMPOHHO20 KOHCMPYKMOPCKO20 OOKYMEHmAa 6
Gdopme  couemanus — MeOPEeMUKO-MHOICECNBEHHOU, meopemuxo-epaogou U ABMOMAMHOU
Mamemamudeckux — mooenell ¢ UCNOIb308AHUEM — MAMEeMAMUYecKko20  annapama  npeomemHo-
OPUEHMUPOBAHHBIX OHMONO2UL, GKIIOYAIOWAsL 8 CeDsl MOOeIU CIPYKMYPbL U OUHAMUKU JHCUSHEHHO20 YUKIA
INEKMPOHHO2O KOHCMPYKIMOPCKO20 O00KYMeHma. Paccmompennas Moldenb Modcem UCHONb308aMbCsl 8
npoyecce GopmMuposanus eouHo20 UHPOPMAYUOHHO20 NPOCMPAHCMEA  NPEeONPUSMUA-PA3PAOOMUUKA
MUKDOIJIEKIMPOHHBIX CUCTHEM.

Knrwueevie cnosa: cucmema ynpaejiernus 0aHHblMu,' qubopMauuonnoe 06€CI’Z€‘J€HM€,' cucmema Ha
Kpucmailie;, MUKPOINEKMPOHUKA, eounoe qubopMaquHﬁoe npocmpancnieo.

Paboma evinonnena npu gunancoeoii noooeprycke Munucmepcmea oopazoeanus u Hayku P®
(0o2oeop Ne02.G25.31.0202 om 27 anpensn 2016 2) e pamkax peanuzayuu Ilocmanosnenusn
Ilpasumenvcmea PD Ne2l8 «O mepax 20cy0apcmeennoll NOOOEPIHCKU PA3GUIMUA KOonepauuu
Poccuiickux 00pazoeamenbHbIX OpP2AHU3AUUIL bICUIE20 00PA308aAHUA, 20CYOAPCHIBEHHBIX HAYYHBIX
yupesycoeHuii U Op2aHU3AUUI,  PeanusyiouiuxX  KOMRNJIEKCHble  HPOeKmbl  HO  CO30AHUIO
6bICOKOMEXHOI02UYHO20 NPOU3BOOCHEA, 8 PDAMKAX noonpozpammsl «HUHcmumyyuonansHoe pazeumue
HAYYHO-UCC/1e006AMENbCKO20 CeKmopa» 2ocyoapcmeeHHol  npozpammot  Poccuiickoii  ®edepayuu
«Pazeumue nayku u mexuonozuii na 2013 — 2020 zoowi».
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MODEL OF ELECTRONIC DESIGN DOCUMENT IN AN INTEGRATED INFORMATION
ENVIRONMENT FOR SUPPORT OF MICROELECTRONIC SYSTEMS DESIGN

The paper proposes a hybrid model of electronic design document in the form of a combination of set-
theoretic, theoretical graph and automata mathematical models using mathematical apparatus of domain-specific
ontologies, including a model of the structure and dynamics of the electronic design document life cycle. This model
can be used during the formation of an integrated information environment of the developer of microelectronic systems.

Keywords: PDM; information support; system on a chip; microelectronics; integrated information nvironment.
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CPABHUTEJIbHBIA AHAJIN3 CUCTEM MOJIEJIUPOBAHUS
IMPOLOECCOB KOHTPOJIA CPEACTB PAJIMOMOHUTOPUHI'A

Ilposeden cpasHumenvHulll AHATU3 CUCTEM MOOETUPOBAHUS NPOYECcCO8 KOHMPOTSL CPeoCma
paouomonumopunea. Ilpeocmasnennvie Mooenu npoyeccos KOHMpOJs, NOCMpoeHHvle Ha baze annapamHo-
NPOCPAMMHBIX CUCTEM MOOETUPOBAHUs, OOKAZLIGAIOM €20 Pedaru3yemMoCcmy ¢ UCHOIb308AHUEM YUPPOBOll
BLIYUCTUTNENbHOU MEXHUKU.
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COMPARATIVE ANALYSIS OF MODELING OF CONTROL ANNOTATION

The main approaches to modeling evaluation of the quality of radio monitoring tools operation. The
comparative analysis of the functional purpose of modeling systems, as well as the examples of practical
implementation of modeling systems prove the possibility of modeling tools for monitoring process control electronic
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ITPOI'PAMMHAS PEAJIM3AIIUAA AJITOPUTMOB YITPOIIEHUSA
KOHTEKCTHO-CBOBOJIHBIX TPAMMATHUK
HA SA3BIKAX ITIPOTPAMMMWPOBAHUSA HASKELL U PROLOG

B cmamve paccmampusaemcs 00uH U3 603MONCHBIX BAPUAHMOS NPOSPAMMHOU  Peanu3ayuu
aneopummos yoaneHust O6ecnioOHbIX U HeOOCMUNCUMBIX CUMBOJIO8 U3 KOHMEKCMHO-C80000HbIX SPAMMAMUK
na asvikax npozpammuposanus Haskell u Prolog.
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THE IMPLEMENTATION OF THE SIMPLIFYING CONTEXT-FREE GRAMMARS
ALGORITHMS IN HASKELL AND IN PROLOG
In this paper there is little description one of the possible ways of implementation of the eliminate
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E.A. BUTTEHBYPI', B.C. OJIAABKO, A.W. IIYIIKAPCKAA

MOJAEJIb ONEHKH BE3OITACHOCTH
HA OCHOBE JAHHBIX MOHUTOPHUHT A UH®OPMAIIMOHHOMN CUCTEMBI

Paccmompena npobnema awnanuza 0Oezonachocmu UHDOPMAYUOHHOU CUCHIEMbl OP2AHUAYUL.
Ilpedcmasnena cmamucmuka U NpOAHATUIUPOBAHLL OCHOGHBIE NPUYUHbL HAPYUEHUS UHDOPMAYUOHHOU
bezonacnocmu. BblsgnieHbl OCHOBHbIE BeKMOpA AmMaKu 310YMbIULIEHHUKA HA 00beKmbl UHOOPMAYUOHHOU
cucmemvl u nocmpoena cxema npoyecca pearusayuu amaxu. Coenan 6v18600 0 HeOOXOOUMOCHU
MouumopuHnea coovimuii 8 ungopmayuonHol cucmeme. Ilpedcmagnena KOHYenmyaibHas MOOenb OYeHKU
be30nacHocmu Ha OCHO8e OAHHLIX MOHUMOPUHEA CcOoObImull 8 uHgopmayuonHou cucmeme. Pazpabomano
MamemamuyecKoe onucanue.

Knwouesnvie cnosa: puck, unyuoenm uHpOpmMayuonHol 6e30nacHocmu, 3auueHHOCMby, NPUHImMue
peutenutl; coobimue, amaxa.
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MODEL OF SAFETY ASSESSMENT
BASED ON THE DATA MONITORING INFORMATION SYSTEM

The problem of safety analysis of information system is considered. It presents statistics and analysis of the
main causes of violations of information security. The main vector of an attack on an information system objects found.
Scheme the implementation of the attack shows. The conclusion about the necessity of monitoring events in the
information system. The conceptual model is based on the safety assessment of event monitoring data in the
information system. The mathematical description of the model developed.

Keywords: risk; information security incident; security; decision-making; event; attack.
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CPEACTBO YHPABJEHUS JOCTYIIOM
HA OCHOBE HH®OPMALIMOHHbLIX ITPOPUJIEU
KAK KOMIIOHEHT MHTEJUIEKTYAJIBHOH CUCTEMBI 3AIIIUTHI TH®OPMAIIUA

B cmamve paccmampusaemcs apxumekmypa UHmMeNIeKmMyaibHOU cucmemsl 3auumsl UHdopmayuu
8 KpUmu4eckux UH@OPpMAYUOHHLIX UHGPACMPYKMYPAX, OOHUM U3 KOMHOHEHMO8 KOMOPOU AGIAeMmCsl
NPOCPAMMHOE CPeOCmB0O YNpasieHus OOCMYNOM, OCHOBAHHOE HA UCNOAb308AHUU UHDOPMAYUOHHBIX
npogunei nonvzosameneu. [na npumamus peuwierus o oOocmyne K UHQOPMAYUOHHBIM pecypcam
NPeONONCEHO UCNOTb308AMb MEXAHUIM KYMYISMUBHBIX CYMM, OCHOBAHHBILL HA Kpumepuu MAaxcumyma
anocmepuopnotl eeposmuocmu. Ilpusoosames pe3yibmamol IKCNEPUMEHMATLHOU OYEHKU pa3pabomanHuo2o
NPOSPAMMHO20 CPEOCmEa.

Knioueevie cnosa: sawuma ungopmayuu; HeCaGHKYUOHUPOBAHHBINL OOCMYN; KPUMUYECKds
UHDOPMAYUOHHASL UHDPACTPYKINYDA; UHPOPMAYUOHHBLE NPOPDUTL NONB308AMENS; YAPABLEHUE OOCTYNOM.
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ACCESS CONTROL TOOL BASED ON INFORMATION PROFILES
AS A COMPONENT OF THE INTELLECTUAL SYSTEM OF INFORMATION SECURITY

The paper considers architecture of the intellectual system of information security for critical information
infrastructures. One of its components is the access control tool based on using the information profiles of the users.
For making decision on access to information resources, it is offered to use the mechanism of the cumulative sums
based on criteria of a maximum of posterior probability. Results of the experimental assessment of the developed tool
are shown.

Keywords: information security; unauthorized access; critical information infrastructure; user information
profile; access control.
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YK 004.056.57

E.B. KOYETKOB

AHAJIN3 DOPEKTUBHOCTH COBPEMEHHBIX IIOJX0O10B
K 3AINUTE OT BPEJOHOCHOI'O KOJA

Cmamovs noceaujena ananusy 3phexmueHocmu co8pemeHHbIX aHMUBUPYCHBIX CPEOCME 3aAUUMb.
Hana  knaccuguxayus — mMemooo8  OOHAPYI’CEHUS  8PEOOHOCHO20 — NPOZPAMMHO20  ODecneyeHus,
0Xapakmepuso8aHvl e2o cospemennvie meHoeHyuu pazsumus. IIpeocmaenena memoouxka cpagHUmMenbHOU
oyenxu s¢ghgexmusnocmu cpeocme aHMuUPYCHOU 3awumsl U ee pesyromamvl OJid Haubonee WUpoKo
UCNONIL3YEMbIX KOMMEPUECKUX CPeOCmE anmuupyCHOU 3auumsl.

Knrwouesvie cnosa: 3awuma; 6pedoHoCHblll KOO, AHMUBUDYC.
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ANALYSIS OF EFFECTIVENESS
OF MODERN APPROACHES TO DETECT MALICIOUS CODE

The article describes an analyses the effectiveness of modern anti-virus protection. The classification of
methods of detection of malicious software, characterized by its modern trends. Presented the technique of comparative
evaluation of the effectiveness of anti-virus protection and its results for the most widely used commercial anti-virus
protection products.

Keywords: protection; malware; methodology; antivirus; effectiveness.
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METO/I YIIPABJIEHUSI BE3OITACHOCTBIO
WH®OPMAIIMOHHO-BBIYMCJIUTEJBHBIX CETEN
HA OCHOBE BBIJIEJJEHHOI'O CEPBEPA
C KOHTEMHEPHOM BUPTYAJIM3AIIMEN

Ilpeocmasnen memoo ynpagnenus UHGOPMAYUOHHOU 6E30NACHOCTNBIO, OCHOBAHHBIU HA 000a8IeHUU
6 OeMUNUMAPUZ0BAHHYIO 30H) UHDOPMAYUOHHO-BLIYUCTUMENLHOU CemUl 8bl0ENICHHO20 cepaepa, Ha KOMOopom
C NOMOWBIO MEXHON02UU KOHMEUHEPHOU SUPMYANU3AYUL PA36EPMbIEACTNCS GUPIMYATbHAS KONUSL PEabHOl
cemu, GKIOUAIOWAs. cemesble Cepeuchl. 3N0YMBIUIEHHUK, NPOUIBOOAWULl NOO20TMOBKY KOMNbIOMEPHOL
amaxu Ha cemsv, pabomas ¢ OAHHbIM CepP8EPOM, NPEOnoaazaem, Ymo 63auMo0etiCmayem ¢ peaibHOU Cemyio.
B npoyecce ananuza oevicmeuti 310yMbIUIEHHUKA 8 PEANbHOM 8PeMEeHU, AOMUHUCMPAMOp cemu noayuaem
UHpOpMayuio 0 NPUOPUMEMHBIX YeNAX 310YMbIUICHHUKA, UCNONb3YeMbIX UM CPeOCmEax U YA36UMOCHAX
DA3NUUHBIX DJIEMEHMO8 Cemu, Ymo 0aem emy 803MONCHOCMb ONePamueHO NPUHAMb Mepbl NO NOGLIUEHUIO
3awuweHHocmu cemu u uszbedcamv ee Komnpomemayuu. Hcnonvzosanue O0anno20 nooxooa no3eoisem
no00epICcU8aAmMb 3AUUUEHHOCMb HA MpebyeMoM YposHe 8 YCI08UAX OUHAMUKU UBMEHEHUs MHONCeCmed
yepo3 ¢ yuemom macuimaobupogarus UBC.

Knrouesvre cnosa: ungopmayuonno-eviuuciumensran cemv (UBC); xomnvromepuvie amaxu (KA);
sawuma ungopmayuu (3H); oyenxa puckos; KOHMeEUHEPHAs BUPMYAIU3AYUs, NPOAKMUBHOE YNPAGIeHUE,
macwmabuposanue UBC; noxkazamens 3aujuiyyeHHOCMU.
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METHOD OF SAFETY MANAGEMENT INFORMATION-PROCESSING NETWORKS
ON THE BASIS OF A DEDICATED SERVER WITH CONTAINER VIRTUALIZATION

This paper describes an information security management method based on a functioning of a dedicated server
using a container virtualization technology placed in a demilitarized zone of an information network where the virtual
copy of a network with all network services included is running. When an intruder prepares a computer attack, he
interacts with a dedicated server instead of a real network. Dedicated server performs a real-time analysis of
intruder’s action and gives a network administrator information about intruder targets, used tools and vulnerabilities
of a network elements, so the network administrator can take actions to improve network security and avoid it’s
compromisation. This method helps to support a network security on a desired level considering a dynamics of a
vulnerabilities set and a network scaling.

Keywords: information network (IN); computer attack (CA); information security (IS); risk assessment;
container virtualization; proactive management; IN scaling, security measure.
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TPEBOBAHUSA
K 0(pOpMJIEHUIO CTATHM JIfl ONY0JIMKOBAHUS B JKypHAJIe
«AHpopManMOHHbIE CHCTEMbI M TEXHOJIOT UM

OBIIIME TPEBOBAHUSA

O0BveM MaTepmaia, HpeagaraeMoro K MyOJHKalMd, W3MEPSAETCsl CTpaHWLAMH TEKCTa Ha JIMCTax
dpopmata A4 u comepxur oT 4 10 9 cTpaHHUI; BCE CTPAHUIBI PYKONHCH JOJDKHBI UMETh CIUIONIHYIO
HyMEpaLuio.

B oagnom cOopHHKe MOeT ObITh OMyOJMKOBaHA TOJNBKO OJAHA CTaThi OJHOIO aBTOPA, BKIIOYAs
COaBTOPCTBO.

IInara ¢ acnmupaHTOB 32 MyOIHUKAIMIO PYKOITUCEH HE B3UMAETCS.

AHHOTaMM BCeX MyOJMKYEeMBbIX MaTepHajioB, KIIOUEBBIE CIIOBA, HHGQOpMAIHsi 00 aBTOpax, CIHUCKU
TUTEpaTypsl OyIyT HAXOAWTHCS B CBOOOTHOM JIOCTYIIE Ha CaliTe COOTBETCTBYIOIIETO JKypHaia M Ha calTe
Poccwiickoit HaywyHOI anexTpoHHOH 6nbmmoTexn — PYHObB (Poccuiickuii nHAEKC HAyIHOTO UTUPOBAHUS).

TPEBOBAHUS K COJEPKAHUIO HAYYHOM CTATbU

Hayunas craresi, mpenocraBisiemMas B JKypHaJbl, JOJDKHA HMMETh CIEAyIONHe 00s3aTelbHbIe
JIIEMEHTBI:

— TMIOCTAaHOBKa MPOOJIEMBI HITH 33]]a4d B 00LIEM BUJIEC;

— aHaJu3 TOCTWKEHWH M MyOJMMKalHui, B KOTOPBIX MpeiaraeTcsl peuieHne JaHHOW MPOoOIeMbl Wiln
3aJ]auu, Ha KOTOPBIE OMIMPAETCS aBTOP, BBIJICIIEHUE HAYIHOW HOBU3HBL;

— WCCIIe0BATeNIbCKAs YacTh;

— 000CHOBaHHUE MOITYYCHHBIX PE3yIbTaTOB;

— BBIBOJBl 10 JIAHHOMY WCCIIEJOBAHUIO M MEPCIEKTHBBl JAIBHEUIIET0 pa3BUTUS ITaHHOTO
HAaIpaBJICHUS;

— Oubmmorpadus.

TPEBOBAHUSA K O®OPMJIEHUIO HAYUYHOM CTATHBA

Cratbss nomkHa ObiTh HaOpana wmpudrom Times New Roman, pasmep 12 pt ¢ oauHapHBIM
WHTEPBAJIOM, TEKCT BBIPABHUBAETCS 10 IIUPUHE; a0d3auHblid orcTyn — 1,25 oM, npaBoe moie — 2 cM, JieBoe
roJie — 2 CM, TIOJIsS BHU3Y U BBEPXY — 2 CM.

Oobs13aTesbHBIE )1eMEHTBhI:

- YIK

— 3arJjiaBue (Ha pycCKOM M aHIJIMIICKOM SI3bIKAX)

— aHHOTauus (HA PyCCKOM U AHIVIMICKOM SI3bIKAX)

— KJIIO4YeBble CJIOBA (HA PyCCKOM M aHIJIMICKOM SI3bIKAX)

CIUCOK JINTePATYPhl, HA KOTOPYIO aBTOP CCBHUIAETCS B TEKCTE CTATHH.

TABHI/ILILI PUCYHKH, ®OPMVYJIbI

Bce Tabnuibl, pUCYHKHM W OCHOBHBIC (POPMYIIBI, TMPHBEJCHHbIE B TEKCTE CTaTbU, JOJDKHBI OBITh
MPOHYMEPOBAHBI.

®dopmyasl crienyer HabupaTh B pegakrope hopmyn Microsoft Equation 3.0 ¢ pasmepamu: oObIuHbII
wpudt — 12 pt, kpynusiii uagekc — 10 pt , menkuil uHgexkc — 8 pt. MopmyJibl, BHEAPEHHbIE KaK
u3o0pakenue, He jgomyckarwTtcs! Pycckue u rTpedeckme OyKBB, a Takke 00O03HAYCHUS
TPUTOHOMETPUYECKUX (HYHKUMI HAOUPaIOTCS MPSIMBIM IIPUPTOM, TATHHCKHE OYKBBI — KYPCUBOM.

Pucynku u qpyrue WUIIOCTpauu (YepTeskH, TpaduKu, CXeMbl, JUarpaMMbl, POTOCHUMKH) CIEIyeT
pacronarath HEMOCPEICTBEHHO TOCNE TEKCTa, B KOTOPOM OHH YIOMHHAIOTCS BIEpBbIC. PUCYHKH, YHCIIO
KOTOPBIX JIOJDKHO OBITH JIOTHUECKH OTIPaBJIaHHBIM, MPEJCTABISIOTCS B BUIE OT/CIbHBIX (aiiioB B Gopmare
*.eps (Encapsulated PostScript) nim TIF pazmepom we menee 300 dpi.

CBEJEHHS Ob ABTOPAX
B xonue crateu npuBoastcs Habpanusie 10 pt cBenenus 00 aBTOpax B TakoW MOCIEIOBATENIBHOCTH:
(dbamuust, UM, OTYECTBO (HONYKUPHBIHA IWPHT); yUpeKICHHE UM OPraHU3alus, yueHas CTEleHb, YIeHOe
3BaHUe, JOIDKHOCTb, ajipec, TenedoH, dJeKTpoHHas mouta (00braHbd mpudT). CBeleHHs 00 aBTOpax TaKxKe
MPEIOCTABISIOTCS OTACIBHBIM (DailioM U 00sI3aTeNbHO AyOIUPYIOTCS Ha aHTIIMHCKOM SI3BIKE.
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