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MATEMATHYECKOE U KOMIIBIOTEPHOE MOJIEJIUPOBAHUE
YK 004.8:004.93
N.B. AHMKHH, 5.C. AHUCUMOBA

BBIEOP IIPU3HAKOB PYKOIIMCHOM MOJINCH,
HUCITIOJIB3YEMBIX TP PACITO3BHABAHUU

Knrouesvim momenmom npoyecca pacnos’Hasanusl pPYKONUCHbIX noonucei A611emcst 66160[7 npu3HaAxKoe
NOONUCU, HA OCHOBAHUU KOMOPHIX HPOU3BOOUMCS CPpABHeHUue noonuceli opye ¢ opyeom. Muozoobpasue
CYWecmeyrouux ce200Hs Memoo08 PACNO3HABAHUS OMAUYACMCS PA3IUYHBIMU HAOOPAMU UCHOIb3YeMbIX
npusnakos. Ilonodicennvlli 6 0CHOBY HADOP NPUHAKO8 onpeodeisiem dPHeKmusHoCmb  CUCmembl
pacnosnasanus. B oOannot cmamee 015l PACROZHABAHUS NPedNazaemcsi HAOOp HEYemKux NpPU3HaKos
KPUBU3HbI OUHAMUYECKUX XAPAKMEPUCMUK NoOnucu. MMeHHO HeuemKue NpusHaKu KPUGU3HbL NO360JISI0M
CNpABUMbCSL € pASMbIMBIM  XAPAKMEPOM noOnucu. B omoil  cesasu  6vlbop HeuemKux npusHaKos
cnocobcmeyem  3hpHekmueHomMy pPACNO3HABAHUIO PYKONUCHLIX NOONUCEU, O 4YeM CEUOemelbCmayion
pe3yIbmanmvl nPo8e0eHHbIX IKCNepuUMenmos Ha xounexkyuu noonucei MCYT_Signature_100.

Knroueswie cnosa: PYKonuchHas I’lO()I’lLle,' pacnosnaesarnue; HeyemKutl NPU3HAK.
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USED IN RECOGNITION HANDWRITTEN SIGNATURES’ FEATURES SELECTION

The key to a handwritten signature recognition process is the selection of signature attributes, based on which
the signatures are compared with each other. A variety of methods exist today recognize different sets of different
features are used. Formed the basis of a set of attributes determines the effectiveness of the recognition system. This
article provides a kit for the detection of various features of fuzzy dynamic signature characteristics. That fuzzy features
allow to deal with blurred signature character. In this regard, the choice of fuzzy traits contributes to effective
recognition of handwritten signatures, as evidenced by the results of experiments on the collection of signatures
MCYT_Signature_100.

Keywords: handwritten signature; recognition; fuzzy feature.
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V]IK 004.021
J1.C. BYXAPOB

Ob YUETE 'ABAPUTOB IIEPEMEINAEMOI'O OBBEKTA
ITPU ITIOCTPOEHUU MAPIIIPYTA B 3AJJAYE TPACCUPOBKH

B pabome onucan cnocob yuema eabapumog nepemewiaemozo o00veKma, KOMOPbHIl BKIIOUEH 6
beccemoyHblil Memood mpaccuposKki 8 guoe OONOTHUMENbHO2O OSPAHUYEHUS HA 8bluucisembld mapupym. Ha
Kaxcool umepayuu mpaccuposki 05 6cex HOMeHYUAIbHBIX Y4ACMKO8 Mapuipymad Ha 3a0aHHOU MeCMHOCIU
BINOIHSENCSL NPOBEPKA HA Nepecederue nepemeuaemo2o 00bekma ¢ Henpoxooumvimu oonacmsamu. Eciu na
HEeKOMOopou umepayuu 0OHAPYIHCUBAEMCSL CMOJKHOBEHUE C HEeNnpoXoouMol 00aACmblo, MO UCCAedyemblll
VUACMOK MAPUIPYMA UCKTIOYAETCS U3 B03MOJICHBIX 8apuanmos. [Iposeden sviuuciumenbHolil IKCnepuMeHm
HA MOOEIbHOU 3a0aye Npu pasiuyHuIX 2adapumax.
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ON ACCOUNTING OF SIZES OF TRAVELED OBJECT IN ROUTING PROBLEM

In the article is described the method of size accounting of traveled object. This method combined with
meshless routing method towards define the more restrictions for required route. For each routing iteration throughout
probable route’s segments are examined on crossing with an obstacle on the set area. If traveled object come in contact
with an obstacle on current iteration, the examined route segment is removed from the set of probable variants.
Computational experiment based on a model data is satisfied.

Keywords: size accounting; routing; physical analogy; numerical method; meshless method.
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THE METHOD OF ALLOCATION OF QUASISTATIONARITY BASED ON THE ANALYSIS
OF AUTOCORRELATION DEPENDENCIES IN THE SPEECH SIGNAL

This article presents a method of allocation of quasistationarity for the analysis of the speech signal encoding
lipreader. The proposed method can be used for effective coding of speech signals in infocommunication systems with
variable transmission rate.
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K BOIIPOCY MMPOBEPKH AJTEKBATHOCTHU UMUTAIIMOHHOMN MO/IEJIA
CUCTEMBI JEHNEHTPAJIM30BAHHOTI'O YIIPABJEHUA ITPONECCOM
CETEBOI'O IINTAHUPOBAHUSA HA OCHOBE UHTEJVIEKTY AJIBHBIX
ABTOHOMHBIX A'EHTOB

B cmamve paccmampusaemces umumayuoHHas Mooenb cucmemvl 0eyeHmparu308aHH020 YNPAGiIeHUs
npoyeccom cemesozo NIAHUPOBAHUS, pA3PADOMAHHAS 8 PAMKAX UCCLe008AHUS BEPOAMHOCTNHO-8DEMEHHbIX
Xapakmepucmux cemeguvix epaghuxos 6 sude ouazpamm I anmma. B xauecmee sepuguxayuu ucciedyemoii
UMUMAYUOHHOU MOOeNU 8 CMamve NPUBOOUMCs. NPOBEPKA NPEOCmABNIeHHO20 peuleHus Ha a0eK8amHoCb
nymem cpasHeHusi 08yx 6vibopox. Ha ocnosanuu ewibpannoco xpumepus Ilupcoma oenaemcs 61600 0
8bl08U2aeMOl cunomese.
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ON THE QUESTION OF VERIFICATION OF THE ADEQUACY OF THE IMITATION MODEL OF
THE DECENTRALIZED MANAGEMENT SYSTEM OF THE PROCESS OF NETWORK PLANNING

BASED ON INTELLECTUAL AUTONOMOUS AGENTS

The article considers the simulation model of the system of decentralized management of the network planning
process, developed within the framework of probabilistic and temporal characteristics of network graphs in the form of
Gantt charts. As verification of the imitating model under investigation, the article presents a check of the presented
solution for adequacy by comparing two samples. Based on the chosen Pearson's criterion, a conclusion is made about
the hypothesis put forward.

Keywords: probability-time characteristics; Gantt diagram; simulation model; Pearson's criterion; adequacy
of the simulation model.
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APPLICATION OF SYSTEM-DYNAMICS METHOD
IN MULTI-AGENT DECISION SUPPORT SYSTEM ENGINEERING

A new approach to development of multi-agent information systems based on system-dynamics method
application has been proposed. These systems are intended for decision-making support in the field of regional-scale
complex heterogenic hierarchical and network-centric organizational structures control. Application of system-
dynamics models provides forecasting horizons variability within the framework of unified modeling environment. That
allows simulation scenarios spectrum expansion of varied situations and provides efficiency enhancement of the
decision support system dataware and operability of system setting within the situational characteristics for specific
control problems.
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HHDPOPMALIHOHHBIE TEXHOJIOI'MHU B COLIHAJIPHO-D9KOHOMHUYECKUX
U OPI'AHU3ALITHOHHO-TEXHUYECKHUX CUCTEMAX

YVJIK 334.7:005.5:658.5
N.A. UBAHOBA, K.B. CAIIOJ)KHMKOBA

COBEPHLIEHCTBOBAHUME CUCTEMBI YIIPABJIEHUSA
BU3HEC-IIPOHECCAMM HA ITPEANIPUATHUN

IIpeomemom uccredosanus AGIAIOMCA OP2AHUZAYUOHHO-IKOHOMUYECKUE OMHOUWEHUS, B03HUKAIOWUE
npU co8epuleHCME08aHUL MeXaHu3ma ynpaeienus ousnec-npoyeccamu opeanuzayuu. Llenv uccneoosanusn —
uccne0osanue  MemoOuyecKux  Hooxo008 U pazpabomka — NpaKmudeckux — peKoMeHOoayuti K
COBEPUEHCNBOBAHUIO MEXAHU3MA YNPABIeHUs. OU3HeC-Npoyeccamu nOCpedCmaom ONMUMU3AyUL n00Xo008 u
UHCMPYMEHMO8 6 COOMBEMCMEUU ¢ NOMPEOHOCMAMYU KOMNAHUU KAK KOHKYDEHMHOMY Npeumyujecmesy 6
00J120CPOUHOL nepcnekmuse.

Yuumvieas nedocmamounocms npopadomaHHOCmMu MemoooI0SUYeCKUX U NPAKMUYECKUX HABbIKOB
ynpasnenus 6usHec-npoyeccamu 6 NPaKmuke ome4ecmeeHHbiX MepOnpUsmMuUL, 8 OGHHOU CMamve pacKpbImo
cooeparcanue nouamus «busnec-npoyeccy, npoananu3uposansl meopemuyeckue u MemoouiecKue acneKmol
YApagnenus OusHec-npoyeccamu NPOMbIULIEHHO20 NPeOnpUsmUs, OAHd OYEHKA CUCTNeMbl MeHeONCMEeHma
npoyeccoé na npumepe DPKII «Capanckuii Mexanuueckuii 3a600», 8visignensbl npodiemvl U paspabomarsl
peKomenoayuu no ux peulenHuro, 000CHOBAHO NPUMEHEHUEe PEeUHICUHUPUHSA HA OCHO8e GHeOpeHUs
ungopmayuonnwvix mexnonoautl 0ns npoyeccrozo ynpasienus: EPC, ARIS Express, Bizagi Process Modeler.

Knwueesvie cnoea: 6u3Hec-np0uecc; MeHed?iCMeHm,’ cucmema ynpaejiernus, npoyeccrHoe ynpaeienue,
qubOpMClL}uOHHO-me.)CHMLlBCKOQ obecneuenue.
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IMPROVEMENT OF BUSINESS PROCESS MANAGEMENT SYSTEM AT ENTERPRISE

The subject of the study are the organizational and economic relations that arise when improving the
management of business processes of the organization. The purpose of the study is to study methodological approaches
and develop practical recommendations for improving the management of business processes by optimizing approaches
and tools in accordance with the needs of the company as a competitive advantage in the long term.

Given the inadequacy of the methodological and practical skills of managing business processes in the
practice of domestic events, this article discloses the content of the concept of "Business Process”, analyzes the
theoretical and methodological aspects of managing the business processes of an industrial enterprise, provides an
assessment of the process management system based on the example of the Saransk FKP «Mechanical Planty, identified
problems and developed recommendations for their solution, justified the use of reengineering based on the
introduction of information technology for process management: EPC, ARIS Express, Bizagi Process Modeler.

Keywords: business process; management; management system; process management; information and
technical support.
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AJITOPATM MOJYYEHUS ®YHKIUIA COITIOCTABJIEHUSI
I ABTOMATHYECKOI'O HAXOXIEHUSA TAPAMETPOB
METOAOB ITPOT'HO3UPOBAHUA COCTOAHUSA OBBEKTOB

AIMUHUCTPATUBHOI'O MOHUTOPHUHTI A

cmanmve  paccmampuearomcs  60npocol HAX0JiCOeHUsT  TUHEUHOU  30A6UCUMOCTIU Me.?fC()y

napamempamu - Memoo08 HPOSHOZUPOBAHUS U  XAPAKMEPUCMUKAMU  BbIXOOHBIX HAOOPO8  OAHHBIX
AOMUHUCMPAUBHO20 MOHUmopuHea. [lpueooumces aneopumm, pewaowuii 3a0ayy JUHelHOl pespeccuu,
KOMOpblil onpedeisiem geca U HAOOP XAPAKMEPUCMUK 8bIXOOHbIX HADOPO8 OAHHLIX AOMUHUCMPAMUBHO2O
MOHUMOPUHEA, BIUAIOWUX HA (POPpMUPOBAHUE RAPAMEMPO8 MeMO008 NPOSHO3UPOBAHUS.

Knwouesvie cnoga: opzanu3ayuoOHHO-MeXHUYECKAs CUCTNEMA; AOMUHUCTPAMUGHBIL MOHUMOPUHS,
napamempui Mooenell,; NPOSHOIUPOBaHUe; TUHEUHAs pecpecCUs.
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ALGORITHM FOR OBTAINING COMPARISON FUNCTIONS
FOR AUTOMATIC FINDING OF PARAMETERS OF METHODS
FOR FORECASTING THE STATE OF OBJECTS OF ADMINISTRATIVE MONITORING

In article questions of finding a linear relationship between the parameters of forecasting methods
and the characteristics of output data sets of administrative monitoring are considered. The algorithm that
solves the problem of linear regression, which determines the weights and the set of characteristics of output
sets of administrative monitoring data that affect the formation of the parameters of prediction methods, is
presented.

Keywords: organizational and technical system; administrative monitoring; model parameters;
predicting; linear regression.
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A.B. MAMATOB, H.II. ITYTUBIIEBA, .B. YJIOBEHKO

PA3PABOTKA MOJEJIEN NOJAEPKKHY MPUHATHUS PELIEHU MO
VIIPABJEHUIO CBAJTAHCUPOBAHHOCTBIO PHIHKOB TPYJIA
1 OBPA3OBATEJILHBIX YCJIYT B CTPOUTEJBHOI COEPE

B oannoii cmamve na ocHoge 3KCnepmHbIX OYEHOK BbIAGIEHbI PAKMOPDL, GIUAIOWUE HA OUCOANAHC
MeNHCOY PLIHKaMu mpyod u 00pa308amenbHblX Yeiye 6 cmpoumenvhol cepe. Paspabomana moodens 6 sude
cucmembl  YpaeHeHull, No360NAIOWAS. ONPeOeIums HANPAasleHue GIUAHUSL 6blIOPAHHLIX (HAKMOpos ¢
nocaedyioweli epaghuueckou unmepnpemayuei. Ilpeocmasnena epapuueckas suzyanuzayus Mooeiei 6 suoe
epagos. Ha Oamnmnoil ocnose ompedenenvl cyeHapuu COYUATbHO-IKOHOMUYECKO20 PA36UMUL DeSUOHA 6
0auHoU chepe (ONMUMUCTIUYECKUL, PEATUCTIUYeCKUL U HeCCUMUCTIUYECKULE CYSHAPULL).
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DEVELOPMENT OF MODELS DECISION SUPPORT ON CONTROL
OF BALANCING LABOR MARKETS AND EDUCATIONAL SERVICES
IN THE CONSTRUCTION INDUSTRY

In this article, on the basis of expert assessments, factors affecting the imbalance between labor markets and
educational services in the construction industry have been identified. A model is developed in the form of a system of
equations that makes it possible to determine the direction of influence of the selected factors with subsequent graphic
interpretation. Graphical visualization of models in the form of graphs is presented. On this basis, scenarios of socio-
economic development of the region in this area are defined (optimistic, realistic and pessimistic scenarios).

Keywords: human resources of the construction cluster of the region; balance of labor markets and
educational services; decision support; expert assessments; oriented graph; scenarios of development of construction
cluster.
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ABTOMATHU3ALIUA U YVIIPABJIEHUE
TEXHOJIOT'MYECKUMU ITPOLIECCAMU U ITPOU3BOJCTBAMU
VJIK 681.51
A.B. MWJIUIIEHKO, B.A. CMIPHOB

ABTOMATHU3NPOBAHHAS CUCTEMA AHAJIN3A ®PYKTOB
HA BA3E MAIIIMHHOTI'O 3PEHUA

B cmamwve asmopwl npedcmasinrom cucmemy agmomamu3ayuu COpmuposKU ni0008 Ho pamepam u
oyenKU ux eHewHe2o euoa. Illpedcmasnen areopumm pabomul cucmemsvl, ONUCAHUE €20 pabombl, pearu3ayus
aneopumma 6 cpede LabView. IIposeden ananruz mounocmu pacnosHasanusi HAIUYUsL NOMEMHEHUU U NMeH
Ha A0JI0KAX C NOMOWbIO pa3pabomaHHol cucmemsbl MAUUHHOZ0 3PEHUSL.

Knroueenie cnoea: asmomamusayusl;, copmuposka }’ZJZOOOG,' MAaWUHHOE 3perHue.
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AUTOMATED MONITORING SYSTEM FOR FRUIT-BEARING TREES

In the article, the authors present a system for automating the sorting of fruits by size and evaluation of their
appearance. The algorithm of the system, a description of its work, the implementation of the algorithm in the LabView
environment is presented. The analysis of the accuracy of recognition of the presence of darkening and spots on apples
with the help of the developed system of machine vision has been carried out.

Keywords: automation; fruit sorting; machine vision.
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A.H. OPEIIIMH, H.A. OPEIIINH, B.A. CMUPHBLIX, C.A. HEPEIIKOB

ITOCTAHOBKA 3AJAYU KOHTPOJIA

TEXHUYECKOI'O COCTOAHUSA OBBEKTOB CUCTEMbI KOHTPOJISA

N YITPABJIEHU A JOCTYIIOM HA OCHOBE TEXHOJIOI'NH
BUPTYAJIBHBIX IPUBOPOB
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UHopMayuoHHbIe cucmeMbl U mexHosI02uu

Copmynuposana 8 MamemMamuieckux 8blpadiCeHUsX 3a0a4d ONMUMALbHO20 KOHMPOJis MEXHUYECKO20
cocmosnus 06beKmos cucmemuvl KOHmpost u ynpasnerus oocmynom (CKV/I), pewenue kxomopoii npeonosiceno
ceecmu K NOCIe008AMeNbHOMY PEueHU0 mpex 3a0ay, HanpasieHHbIX Ha ONMUMUAYUIO OP2AHU3AUUU CAMOZO
npoyecca KOHMpOJs, NPOBeOeHUsi NOBEPKU USMEPUMETbHO20 KOMAIIEKCA A8MOMAMUSUPOBAHHOU CUCTeMbl
KOHMPOJIA U NPOBEOeHUsi OYEHKU MEXHUYecko20 cocmosanust 06vexmos CKV/I.

Knrwouesvie cnosa: cucmema KOHMpONA U YNpagineHus OOCHYNOM; A8MOMAMUIUPOBAHHASL CUCHEMA
KOHMPOJIS mexHu4ecko2o cocmosnus oovekmog CKY/].
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STATEMENT OF THE PROBLEM CONTROL ASSET CONDITION MONITORING SYSTEM
AND ACCESS CONTROL TECHNOLOGY VIRTUAL INSTRUMENT

Formulated in mathematical terms, the problem of optimal control of the technical condition of the objects of
the access control system (ACS), the solution of which is proposed to reduce to a consistent solution of three problems
aimed at optimizing the organization of the control process, verification of the measuring complex of the automated
control system and assessment of the technical condition of ACS objects.

Keywords: access control system; automated control system of technical condition of access control facilities.
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TEJIEKOMMYHUKAILITMOHHBIE CUCTEMbBI 1 KOMIIBIOTEPHBIE CETH

VIIK 654.165
A.P. KAJIBIPBAEBA

CPABHEHUE CIIYTHUKOBOM U MOBWJIbHOM BECIIPOBOJIHBIX CETEN

C kadxcovim 2000Mm 6ce Ooavuwie cnymuukog nosensemcs Ha opoume 3emau. Kagwcowvui uz Hux
8bINOIHAEM ONpeOeeHHYI0 PYHKYUIO: peulenue HaUeayuoHHbIX 3a0ay, UCCIe008aHUe MemeopoNo2UdecKol
06cmano8Ku 3emnu, ee e2eousuueckux nojell, HOCMOSHHLIL IKOAOSUYECKUU MOHUMOPUHZ, U3VydeHue
KOCMOCA, NOOOEPHCKA CNYMHUKOBOU OecnposoOHOU c6a3u. MmenHo cnymuukogas 6ecnpogoondas cemov 8
cpasHenuu ¢ MOOUTLHOU OeCnpOBOOHOU Cembl0 NOCICOHUX NOKONEHUU Oyoem paccMompenHa 6 OAHHOU
cmamue.

Knrouesvie cnosa: cnymuuxu muna LEO; becnposoonas ceszv; LTE; BER; PER; FEC.
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COMPARISON OF SATELLITE AND MOBILE WIRELESS NETWORKS

Every year more and more satellites appear in the Eath’s orbit. Each of them performs a certain function:
solving navigational problems, studying the meteorological situation of the Earth, its geophysical fields, constant
environmental monitoring, space exploration, and support for satellite wireless communication. It is the satellite
wireless network in comparison with the mobile wireless network of the last generations that will be considered in this
article.

Keywords: satellites such as LEO; wireless communication; LTE; BER; PER; FEC.
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YK 004.042
B.E. KUCEJIEB, E.II. KUCEJIEBA, C.A. JIASAPEB, K.A. ITOJIBIINKOB

MOJIEJIb TAKETHOM IEPEJTAYH ITOTOKA PEAJIBHOI'O BPEMEHH
B BECITPOBOJHOU CAMOOPI'AHM3YIOIEUCSA CETHU

B cmamve obocnosana axmyanbHoCmb UCCIE008aHUL, CEAZAHHBIX C 0DeCHeyeHUeM KAueCcmeeHHOU
nepeoauu UHGOPMAYUOHHBIX NOMOKO8 DeabHO20 BpeMeHU 8 DeCnpoBOOHOU CAMOOSPAHUSYIOWENC Cemu.
Ha ocnoee npumenenus meopuu 8eposmHOCMHbIX 2paghoé paspabomana anarumudeckas Mooei,
NO360NAOWASL GLIUUCIUMb BEPOIMHOCIb Nepedaiu NOMOKA PedibHO20 8PeMeHU C NPUEMIEMbIM Kauecmeom
6 3aBUCUMOCIIU OM YUCAA NAKEMO8 8 NOMOKe, 8ePOAMHOCIU NOMePY NAKema U YUCLd NPUHAMBIX HAKEMO8,
mpebyemoco 015 60CCMAHOBIEHUsL YIMPAYeHHOU npu nepedave ungopmayuu. Ilpedcmasnenvl pe3yrvmamol
BLIYUCTIUMENBHBIX — DKCNEPUMEHMO8, NO0360NAI0WUe  ONPeOelumb MAKCUMATbHOE YUCIO0 NAKemo8 8
UHDOPMAYUOHHOM HOMOKE PEATbHO20 8PEMEHU, NePedadaemblx ¢ NPUEMAEMbIM KAYECTEOM.

Knroueswvie cnosa: Mobile Ad Hoc Network; xauecmeo nepedauu unpopmayuu, nomox peanbro2o
BpeMeHU, MOOCIb, BbIUUCTUMENbHbLI IKCNePUMEHIN.
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MODEL OF REAL-TIME FLOW PACKET TRANSMISSION IN A MOBILE AD HOC NETWORK

The article proves the relevance of research related to ensuring the quality transfer of real-time information
streams in Mobile Ad-Hoc Network. Has been developed an analytical model, based on the application of probability
graphs theory that makes it possible to calculate the probability of real-time stream transferring with an acceptable
quality depending on the number of packets in the stream, packet loss probability and the number of packets received
required to recover information lost during transfer. Are presented results of the computational experiments allowing to
determine the maximum number of information real-time stream packets transferring with acceptable quality.

Keywords: Mobile Ad Hoc Network; information transfer quality; real-time stream, model; computational
experiment.
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METHOD OF PROTECTING DISTRIBUTED NETWORKS
THROUGH THE FORMATION ABOUT INFORMATION EXCHANGE

In computer networks can be implemented threats to information security through the use of interconnection
protocols. During the implementation of the attack, the intruder receives information about the parameters of the main
characteristics of the computer network, revealing its infrastructure, the number and type of network elements, the
software used on them. Traditionally, the system of false objects is considered as a resource security system that is used
to implement the mechanisms to mislead the attacker with the purpose of obstruction and preventing attacks on the
target distributed computer networks, by imposing a specially prepared false information.

The method of protection of distributed computing networks due to the formation of false information
exchange, which increases the security of distributed computing networks due to the formation of false network traffic,
taking into account the characteristics of authorized information flows, the presence of which will significantly increase
the analysis time of network traffic by the intruder.

Keywords: distributed computing network; about the network traffic; destructive impact; analysis of network
traffic.
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VJIK 004.056
S1.H. IMAMBEP/IMEB

METO/I OLIEHKH PUCKOB UH®OPMAIMOHHOM BE3ONACHOCTH
BO B3ANUMOCBA3ZAHHBIX THOOPMALNMOHHBIX THO®PACTPYKTYPAX

B pabome npednazaemcs memoo KonuuecmeeHHoU OYeHKU pUCKo8 UHOOPMAYUOHHOU Oe30NaACHOCU
60  B3AUMOCEA3AHHLIX  UHOOPMAYUOHHBIX — UHDPACPYKMYPAX — DJIeKMPOHHO20 — npasumenvcmeq. B
CYWeCmayloumux Memoo0oa02UsX PUCKU PACCUUMBIBAIOMCST N0 OMOEIbHbIM UHGPACMPYKmMypam u, Kax
npasuio, 63auMo3aBUCUMOCU UHMPACMPYKMYp He Yyuumblearomces. Bzaumozasucumocmu nossonsiom
puckam 6e30nacHoCmu nepelimu 8 pasHvle UHGPACMPYKmMypbl U OKA3amb NOMEHYUATIbHO 3HAYUMENbHOE
eusHue Ha Hux. IlpednogicenHvili Memoo NOCMpoOeH HA OCHO8e AKMYAapHO20 N00X00d, UWUPOKO
UCTIONIb3YEeMO20 011 OYEHKU ONEPAYUOHHBIX PUCKO8 8 (PUHAHCO8bIX opeanusayusx. [laromces pekomeHoayuu
no 000CHOBAHHOM) 8blOOPY COOMBEMCMBYIOWUX PYHKYULL pacnpedesienius npu MOOeIUPOSaHUU YACTOMbl
nomepv U pasmepa nomepb. IKCMPeManlbHble NOMepu MOOeIupyromcs 0000ujenHbIM pacnpeoeneHuem
Ilapemo.

Knwouesvie cnosa: ungopmayuonnas 0Oe30nACHOCMb;, OYEHKA PUCKOS,  B3AUMOCBA3AHHAL
uHgpacmpykmypa, Kpumuieckdas UHQpacmpykmypa; akmyapuviii n00xo0, nooxo0 pacnpeoeieHuil Romepb.

Ne1(111)2019




UHopMayuoHHbIe cucmeMbl U mexHosI02uu

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

Ne1(111)2019

CIIMCOK JIMTEPATYPbI

Nmameepmue S.H., epakmanme C.A. CepBHUC-OpHCHTHPOBAaHHAS 3TAaJIOHHAS MOMCHD IS
yhpaBiieHHS PHCKaMHU HH(QOpMAIMOHHOHN Oe3omacHOCTH. — WHQpOpManMoOHHBIE TEXHOJIOTHH,
2011. — Ne 3. — C. 35-41.

Behnia A., Rashid R.A., Chaudhry J. A. A survey of information security risk analysis methods.
—SmartCR, 2012. —Vol. 2. — Ne 1. — P. 79-94.

Rinaldi S., Peerenboom J., Kelly T. Identifying, understanding and analyzing critical
infrastructure interdependencies // IEEE Control Systems, 2001. — Vol. 21. — Ne 6. — P, 11-25.
Chernobai A.S., Rachev S.T., Fabozzi F.J. Operational risk. A guide to Basel Il capital
requirements, models, and analysis. — New Jersey: John Wiley & Sons. — Inc., 2007. — 300 p.
Haimes Y. and others. Risk analysis in interdependent infrastructures / Y. Haimes, J. Santos, K.
Crowther, M. Henry, C. Lian, Z.Yan // International Conference on Critical Infrastructure
Protection, 2007. — P. 297-310.

Kotzanikolaou P., Theoharidou M., Gritzalis D. Interdependencies between critical
infrastructures: Analyzing the risk of cascading effects. — International Workshop on Critical
Information Infrastructures Security, 2011. — P. 104-115.

Oenepanbublii 3ak0H «O 0€30MACHOCTH KPUTUYECKOW HHGPOPMAMOHHOW HWH(PPACTPYKTYPHI
Poccuiickoit @enepanun» Nel87-D3. 26 urons 2017 rona.

Andersson G. and others. Causes of the 2003 major grid blackouts in North America and
Europe, and recommended means to improve system dynamic performance / G. Andersson, P.
Donalek, R. Farmer, N. Hatziargyriou // IEEE Transactions on Power Systems, 2005. — Vol. 20.
—Ne 4. —P. 1922-1928.

Bologna S. and others. An overview of R&D activities in Europe on critical information
infrastructure protection (CIIP) / S. Bologna, Di Costanzo G., E. Luiijf, R. Setola // International
Workshop on Critical Information Infrastructures Security, 2006. — P. 91-102.

Svendsen N.K., Wolthusen S.D. Connectivity models of interdependency in mixed-type critical
infrastructure networks. — Information Security Technical Report, 2007. — Vol. 12. — Ne 1. —
P. 44-55,

Rosato V. and others. Modelling interdependent infrastructures using interacting dynamical
models / V. Rosato, L. Issacharoff, F. Tiriticco, S. Meloni, S. Porcellinis, R. Setola //
International Journal of Critical Infrastructures, 2008. — Vol. 4. — Ne 1-2. — P. 63-79.

Leventakis G. and others. A risk assessment framework for interconnected and interdependent
surface transport networks / G. Leventakis, A. Sfetsos, N. Moustakidis, N. Nikitakos //
Organization, Technology and Management in Construction: An International Journal, 2013. —
Vol. 5 (Special). — P. 811-819.

Setola R., De Porcellinis S., Sforna M. Critical infrastructure dependency assessment using the
input-output inoperability model. — International Journal of Critical Infrastructure Protection,
2009. —Vol. 2. —Ne 4, — P. 170-178.

Aung Z.Z., Watanabe K. A framework for modeling interdependencies in Japan’s critical
infrastructures. — International Conference on Critical Infrastructure Protection, 2009. — P. 243-
257.

Theoharidou M., Kotzanikolaou P., Gritzalis D. A multi-layer criticality assessment
methodology based on interdependencies. — Computers and Security, 2010. — Vol. 29. —-Ne 6. —
P. 643-658.

Theoharidou M., Kotzanikolaou P., Gritzalis D. Risk assessment methodology for
interdependent critical infrastructures. — International Journal of Risk Assessment and
Management, 2011. — Vol. 15. — Ne 2-3. — P. 128-148.

Basel Committee on Banking Supervision, International Convergence of Capital Measurement
and Capital Standards: A Revised Framework, Bank for International Settlements, June 2004
[Dnexrponnstii pecypc]. — URL: http://www.bis.org/publ/bchs107.pdf.

Cazpikun B.B., Kpaes A.l'., Knmumos B.I1. Ynpasnenue onepanmmonHsiM puckom ADC: yueb.
noc. — M.: HUAY MU®DU, 2010. — 144 c.

Frachot A., Moudoulaud O., Roncalli T., Loss distribution approach in practice. The Basel
handbook: A guide for financial practitioners, 2003. — P. 527-555.




Hay4Ho-mexHu4Yeckull XypHan

20. Aue F., Kalkbrener M. LDA at work: Deutsche Bank’s approach to quantifying operational risk.
—Journal of Operational Risk, 2007. — Vol.1. — Ne 4, — P. 49-93.

21. Cruz M.G. Modeling, measuring and hedging operational risk. — New York: Wiley, 2002. — 346
p.

22. Jingguo Wang, Aby Chaudhury, H. Raghav Rao, A Value-at-Risk approach to information
security investment. — Information Systems Research, 2008. — Vol. 19. — Ne 1. — P. 106-120.

23. Imamverdiyev Y. An application of Extreme Value Theory to e-Government information
security risk assessment // Proc. of the 7th International Conference on Application of
Information and Communication Technologies (AICT), 2013. — P. 349-352.

24. Kjaerland M. A taxonomy and comparison of computer security incidents from the commercial
and government sectors. — Computers and Security, 2006. — Vol. 25. — Ne 7. — P. 522-538.

25. Holm H. A large-scale study of the time required to compromise a computer system // IEEE
Transactions on Dependable and Secure Computing, 2014. — Vol. 11. — Ne 1. — P, 2-15.

26. Coles S. An introduction to statistical modeling of extreme values. Springer-Verlag, — London,
2001.

27. De Zea Bermudez P., Turkman M. A. Bayesian approach to parameter estimation of the
generalized Pareto distribution. — Test, 2003. — Vol. 12. — No.1. — P. 259-277.

HNmamBepaues SAnurap Hacud orusl

Huctutyt Undopmarnmonnsix Texunonoruit HanmonansHoit Akagemun Hayk AsepOaiimkana, r. baky
KannupgaTt TexHMUeCKUX HayK, JOLIEHT

Tem.: + 994 12 510 42 53

E-mail: yadigar@lan.ab.az

Ya. N. IMAMVERDIEV (Candidate of Engineering Sciences, Associate Professor)
Institute of Information Technology of Azerbaijan National Academy of Sciences, Baku

A METHOD FOR ASSESSMENT OF INFORMATION SECURITY RISKS
IN INTERCONNECTED INFORMATION INFRASTRUCTURES

The paper proposes a method for quantitative assessment of information security risks in the interconnected
information infrastructure of e-government. In existing methodologies, risks are calculated for individual
infrastructures, and as a rule, interdependencies of infrastructures are not taken into account. Interdependencies allow
security risks to migrate to different infrastructures and have a potentially significant impact on them. The proposed
method is based on the actuarial approach, widely used to assess operational risks in financial institutions.
Recommendations are given on the justified choice of the corresponding distribution functions in modeling the loss
frequency and loss severity. Extreme losses are modeled by the generalized Pareto distribution.

Keywords: information security; risk assessment; interconnected infrastructure; critical infrastructure;
actuarial approach; loss distribution approach (LDA).
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YK 004; 621.398, 004.056.5
M.A. KAIIEHKO, B.A. JIMITATHUKOB, A 1. JIOGAIIIEB

AJITOPUTM ACCUMETPUYHOTI' O LIN®POBAHUSA HA OCHOBE
PEHIEHUSA 3AJAYHN HEJJOYUCJTEHHOTI'O TIPOI'PAMMUPOBAHUSA
MPU B3AUMOJIENCTBUU UH®OPMAIIMOHHBIX CETEN

Ipu ucnonvzoganuu yoanenHvix 6a3 OaHHBIX MOdCem OblMb HAPYUEHA KOHPUOSHYUATLHOCTb U3-3d
yazeumocmel Ha CmMopoHe nposaiidepa yoanenuwvlx xpauuauwj. Onpedenena npobrema paspabomxu
NOCMKEAHMOBOU KPUNMOCUCmeMyl, obecneyusaiouell KOH@OUOCHYUATbHOCMb WUDPYeMbIX cO0OueHull u
COXpaHsiiowell npeuMyuecmed accumempuunoeo wugposanus. Keanmogvie xomnvromepvl CchnocoOHbL
paspyuums 60160 4acmy, eciu He aOCOIIOMHO 8ce MPAOUYUOHHbIE KPUNMOCUCHEMbI, KOMOpble WUPOKO
UCNONBL3YVIOMCS 8 NPAKMUKE.

Llenv pabomui. Paspabomkxa NOCMKEAHMOBO20 ANOPUMMA  WUPDPOGaHUsi 018 obecneyeHusl
KOHGUOCHYUATbHOCMU NPU 83AUMOOCUCMEUU UHDOPMAYUOHHOU Cemu ¢ VOANCHHbIM XPAHUIUUEM OAHHBIX
npu 3a0AHHOU CKOPOCIU WUPPOBAHUS U 0eUUPPOBAHUS OAHHDIX.

Hcnonvsyemvie memooul. llpednazaemcs kpunmoepaguueckdas cucmema, OCHOBAHHASL HA MeOpuu
peutemok. Ee 3awuwennocms nonazaemcs Ha CI0#CHOCMb 3a0a4U YeN0YUCTEHHO20 NPOSPAMMUPOSAHU, d
MmouHee, HA YACMHBIL CAYYall OAHHOU NpodIeMbl — 3a0auy peuieHUs: 8 Yeavlx YUCIAX CUCMEeMbl TUHEHbIX
ypaenenuii Ax = b,x € {0;1}. Mampuya A umeem pasmep nXm,n <m. B Odannou cucmeme yucio
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VpasHeHUll MeHble YUCTIA HeU3BECTHHDIX.

Pezynomamur u ux wmosusma. Paspaboman cnocob, omauunwili mem, 4mo ONUCAHHBIL NOOX0O
no3607sem Ha 6aze KOoIbya MHOLOYLEHO8 ¢ KOIDOuyUeHmamu u3 KOHeUHO20 NOJsi N0 MOOYIO HEKOMOPO2O
HENnpUBOOUM0O20 MHO20UNIeHA pPeanu308ams 0000WeHHbIL aleopumm wugposanus u Odewugposanus, a
maxoice aneopumm 2enepayuu knoyell. Ipednosicenvt aneopummel oopabomxu 3anpocos muna «SELECT» u
«INSERT».

Ipaxmuueckas 3nauumocmo. Ilo pezyibmamam usmepeHuii CKOpOCmu pabomvl npeodiodCeHHO20
peutenus ¢ YOaleHHOU 0asvbl OAHHBIX, ONUCAHHBIN NOOX00 NO3608em peuiumb NOCMABIEHHYI0 3a0aiy C
VMeHbUeHUeM epementbix 3ampam Ha 25% 6 ciyuae pabomyl ¢ 3anpocamu muna Insert u na 30% 6 ciyuae
pabomwr ¢ SELECT-3anpocamu. Ilpeonazaemoe pewenue pabomaem ovicmpee anaroza Monomi ¢ cpednem
Ha 5%.

Kntouesvle cnosa: ungopmayuonnas 6e30nacHOCmb; accuMmempuuHoe wugposanue; 3a0aya
YeNoYUCTIEHHO20 NPOSPAMMUPOBAHUS, NOCIMKBAHMOB0e WUPPO8aHUe, YOAIeHHble XPAHUIUUA OAHHDIX.
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PUBLIC-KEY CRYPTOGRAPHY BASED ON THE PROBLEM
OF INTEGER PROGRAMMING IN NETWORKS INTERACTION

In case of using remote databases, data confidentiality may be compromised due to vulnerabilities on the side
of the remote store provider.The problem of developing a post-quantum cryptosystem that preserves the confidentiality
of encrypted messages and meets the requirements for the speed of the encryption and decryption algorithms is actual.
Quantum computers are capable of destroying most, if not all, traditional cryptosystems that are widely used in
practice.

Obijective. Development of post-quantum encryption algorithm to ensure confidentiality in the interaction of
the information network with remote data storage at a given encryption rate and data decryption.

Methods used. A cryptographic system based on lattice theory is proposed. Its security relies on the complexity
of the integer programming problem, or rather, on a particular case of this problem - the problem of solving integers of
a system of linear equations Ax=b,x&/0;,1}. Matrix A has sizenxm, n<m. In this system, the number of equations is less
than the number of unknowns.

Results and their novelty. A method developed, in contrast to known ones, makes it possible to develop
encryption and decryptionalgorithm on the basis of a ring of polynomials with coefficients from a finite field modulo an
irreducible polynomial. Presented algorithms for processing requests of type « SELECT» u «INSERT» types.

Practical significance. Based on the results of measurements of the speed of the proposed solution from a
remote database, the described approach allows to solve the task with a 25% reduction in time costs when working with
Insert requests and 30% when working with SELECT queries. The proposed solution works faster than the Monomi
counterpart by an average of 5%.

Keywords: information security; asymmetric cryptography; integer programming; post-quantum ryptography;
remote data warehouses.
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TPEBOBAHMUA
K 0(pOPMJICHHUIO CTATBHH ISl ONy0JINKOBAHNSA B JKypHaJe
«MAHdopMmanoHHbIE CHCTEMbI H TEXHOJIOT I

OBIIIME TPEBOBAHUSA

O0BveM MaTepmaia, HpeagaraeMoro K MyOJHKalMd, W3MEPSAETCsl CTpaHWLAMH TEKCTa Ha JIMCTax
dpopmata A4 u comepxur oT 4 10 9 cTpaHHUI; BCE CTPAHUIBI PYKONHCH JOJDKHBI UMETh CIUIONIHYIO
HyMEpaLuio.

B ognom cOopHHKEe MOeT ObITh OMyOJMKOBaHA TOJNBKO OJAHA CTaThid OJHOIO aBTOPA, BKIIOYAs
COaBTOPCTBO.

IInara ¢ acnmupaHTOB 32 MyOIHUKAIMIO PYKOITUCEH HE B3UMAETCS.

AHHOTaMM BCeX MyOJMKYEeMBbIX MaTepHajioB, KIIOUEBBIE CIIOBA, HHGQOpMAIHsi 00 aBTOpax, CIHUCKU
TUTEpaTypsl OyAyT HAXOAUTHCS B CBOOOTHOM JIOCTYIE Ha CaliTe COOTBETCTBYIOIIETO JKypHala W Ha caiTe
Poccwiickoit HaywyHOI anexTpoHHOH 6nbmmoTexn — PYHObB (Poccuiickuii nHAEKC HAyIHOTO UTUPOBAHUS).

TPEBOBAHUS K COJEPKAHUIO HAYYHOM CTATBU

Hayunas cratesi, mpenocraBisemMas B JKypHaJbl, JOJDKHA HMMETh CIEAyIOnHe o00s3aTelbHbIe
JIIEMEHTBI:

— MOCTAaHOBKa MPOOJIEMBI MITH 33]]a4d B 00LIEM BUJIC;

— aHaJu3 TOCTWKEHWH M MyOJMMKalHui, B KOTOPBIX MpeiaraeTcsl peuieHne JaHHOW MPOoOIeMbl Wiln
3aJ]auu, Ha KOTOPBIE OMIMPAETCS aBTOP, BBIJICICHUE HAYYHOW HOBU3HBL;

— WCCIIe0BATeNIbCKAs YacTh;

— 000CHOBaHHUE MOITYYCHHBIX PE3yIbTaTOB;

— BBIBOJBl 10 JIAHHOMY HCCIIEJOBAHUIO M TEPCIEKTHBBI NAIBHEHIIET0 pa3BUTUS JTaHHOTO
HAaIpaBJICHUS;

— Oubmmorpadus.

TPEBOBAHUSA K O®OPMJIEHUIO HAYYHOM CTATBH

Cratest nomkHa ObITh HaOpana mpudtom Times New Roman, pasmep 12 pt ¢ oguHApHBIM
WHTEPBAJIOM, TEKCT BBIPABHUBAETCS MO MIMPWHE; ab3amHblid oTcTyn — 1,25 cM, mpaBoe moie — 2 cM, JIEBOe
roJie — 2 CM, TI0JIs BHU3Y U BBEPXY — 2 CM.

Oobs13aTesIbHBIE )1eMEHTHI:

- YIK

— 3arJjiaBue (Ha pycCKOM M aHIJIMIICKOM SI3bIKAX)

— aHHOTauus (HA PyCCKOM U AHIVIMICKOM SI3bIKAX)

— KJIIO4YeBble CJIOBA (HA PyCCKOM M aHIJIMICKOM SI3bIKAX)

CIUCOK JINTePATYPhl, HA KOTOPYIO aBTOP CCBHUIAETCS B TEKCTE CTATHH.

TABHI/ILILI PUCYHKH, ®OPMVYJIbI

Bce Tabnuibl, pUCYHKH W OCHOBHBIE (DOPMYIJIBI, TPHBEJCHHBIE B TEKCTE CTaTbU, JOJDKHBI OBITh
MPOHYMEPOBAHBI.

®opmyabl crienyeT HabupaTh B peaakrope hopmya Microsoft Equation 3.0 ¢ pasmepamu: 0ObIYHbI#
mpudt — 12 pt, xpynueii uagexc — 10 pt , menkuit mHmekc — 8 pt. Mopmyiabl, BHeAPEHHbIE KaK
u3odpakeHnne, He jgomyckawtcsa! Pycckue u  rpeueckue OykBbI, a Takxke 0003HAYCHUS
TPUTOHOMETPUYECKUX (PYHKLUI HAOUPatOTCs MPSIMBIM MIPUQPTOM, JIATUHCKHE OYKBBI — KYPCUBOM.

PucyHnku u qpyrue wunocTpanuu (YepTesku, Tpadyku, CXeMbl, AUarpaMMbl, (POTOCHUMKH) CIEIyeT
pacrmonaraTh HEMOCPEJICTBEHHO TOCIE TEKCTa, B KOTOPOM OHH YINOMHHAIOTCSl BIEpPBbIC. PUCYHKH, YHCIO
KOTOPBIX JIOJDKHO OBITH JIOTHUECKH OTIPaBIIaHHBIM, MPEICTABISIOTCS B BUJIE OTACIBHBIX (ailiioB B popmate
*.eps (Encapsulated PostScript) nim TIF pazmepom we menee 300 dpi.

CBEJEHHS Ob ABTOPAX
B xonue crateu npuBoastcs Habpanusie 10 pt cBenenus 00 aBTOpax B TakoW MOCIEIOBATENIBHOCTH:
(dbamuust, UM, OTYECTBO (HONYKUPHBIHA IWPHT); yUpeKICHHE UM OPraHU3alus, yueHas CTEleHb, YIeHOe
3BaHUe, JOIDKHOCTb, ajipec, TenedoH, dJeKTpoHHas mouta (00braHbd mpudT). CBeleHHs 00 aBTOpax TaKxKe
MPEIOCTABISIOTCS OTACIBHBIM (DailioM 1 00s13aTeNbHO AyOIUPYIOTCS Ha aHTIIMHCKOM SI3BIKE.
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