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UHopMayuoHHbIe cucmeMbl U mexHosI02uu

MATEMATHYECKOE U KOMIIBIOTEPHOE MOJIEJIUPOBAHUE
VK 303.732.4:303.094:332.14

A.B. 3BATHUHLEBA, 1.C. KOHCTAHTHHOB

MPOTHO3UPOBAHME COIIUAJIBHO-93KOHOMMNYECKHNX MMOKA3ATEJEN
TOPOJ0B HA OCHOBE ®EHOMEHOJIOT HYECKHUX MOJIEJIEA

Yemanoenenvr  ghpenomenonocuveckue 0cobeHHoCmMU U 3AKOHOMEPHOCTHU  PA3GUMUSL  20P0O008,
NPeOnoAHCeHbl MemoObl, MOOEIU U ANCOPUMMbBL KOMIIEKCHOU OYEHKU U NPOSHOZUPOBAHUS UX COYUATLHO-
IKOHOMUYECKO20 pa3sumus. B ochosy cocmaenenus npocno308 nonodicenvl penomenonrocuteckue nooxoovl K
obpabomxe u ananusy cmamucmuueckol unpopmayuu. Ipeorazaemvle npocHo3Hble MEMOObl OCHOBAHBL HA
npeocmasienuy COCMoAHULl 00bEeKmMo8 uepe3 COBOKYNHOCMb 3HAYEHUll NoKaszamenell U CO8Mecmubvle
cobbImUsL UX OOHOBPEMEHHO20 HAOMIOOEHUs, d MAKJICe HA YCMAHOGICHUU IMAUPUYECKUX pPAchpedenenul]
maxux codovimuti. Ha npumepe 6azvl Oannvix DedepanvHoll CryxcObl 20CYO0APCMBEHHOU CMAMUCTIUKU,
cooepoicaweli OanHvle 0isi 20po0os Poccuu no 63 noxazamensim 6 nepuoo ¢ 2003 no 2015 2o0wi, noayuervt
npocHo3Hbie penomenonrocuteckue mooenu. Onpedenenvl 3HAUEHUsT HEKOMOPBIX COYUATbHO-IKOHOMUYECKUX
nokaszamerneti pazeumus 01a 159 copodos Poccuu ¢ nepuodom ynpescoenus oo 2020 eooa. Pezyromamol
pabomel  mMocym  Oblmb  UCNOAL30GAHbI OISl COBEPULEHCBOBAHUSL  COCMAGIECHUS  NPOSHO308  NpU
cmpame2udeckom NIaHUPOBAHUY PA38UMUsL MEPPUMOPULL.

Knrouesvie cnoea: eopoda U HACeleHHble HNYHKNmbl, cmamucmudecKkue ()aHHble,' Memoovl
NPOCHO3UPOBARUS, MHOSOMEPHbIE NPOCMPAHCMEA cocmwmuﬁ; ¢€HOM€HO]ZOZMH€CKM€ Mmooenu paseumus
O6beKm06,' coemecmubvle cOObIMUSL U UX 6EPOAMHOCMU.
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FORECASTING OF SOCIAL AND ECONOMIC INDICATORS OF THE CITIES
ON THE BASIS OF PHENOMENOLOGICAL MODELS

Phenomenological features and patterns of cities' development are determined. Methods, models and
algorithms of a complex assessment and forecasting of their social and economic development are offered.
Phenomenological approaches to processing and analysis of statistical information are put in the basis of forecast
forming. The offered expected methods are based on representation of object states using the set of indicator's values
and joint events of their simultaneous observation, and also on establishment of empirical distributions of such events.
Expected phenomenological models are received on the example of the database of the Federal State Statistics Service
which includes data of the Russian cities on 63 indicators during the period from 2003 to 2015. The values of some
social and economic indexes of development of 159 Russian cities with a lead time to 2020 are defined. The work
results can be used for improvement the forecast forming at strategic planning of territories' development.

Keywords: cities and settlements, statistical data; forecasting methods; multidimensional spaces of states;
phenomenological models of object developments; joint events and their probabilities.
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HHOOPMALIMOHHBIE TEXHOJIOI'MH B COL{HUAJIPHO-OKOHOMUYECKUX
U OPI'AHU3ALIMOHHO-TEXHUYECKUX CUCTEMAX

VJIK 005
A.B. KOPABJIEB, A.IO. TIOJIOJISIKO

NCCIEJOBAHUE U PABPABOTKA METOJOJIOI'NA
MPOLIECCHO-PEI'YJIMPYEMOM ONTUMU3ALIMA UHTEPHET-PECYPCOB

B pamxax cmamvu paccmampusaemcs peutenue 3a0ay no memooonozuu S€0 onmumuzayuu (ee
UHCMPYMEHMO8, A MAKICEe KOHYENMYAIbHbIX COCMABNAIOUUX pabombl HOUCKOBbIX cucmem), hopmaruzayuu
OaHHBIX 8 OUZHEC-NPOYECChbl ¢ NOCAeOVIouleli Oemanu3ayuet, bl0eleHUI0 KIouesblx nokazameel, co30aHu0
MoOenu 83auMOCes3U KIO4UesblX nokazamenel ¢ OusHec-npoyeccamu, NOIYYEHUIO CAYHAUHbIX BAPUAHMOS
Memo00I02UYECKUX nociedogamenvbHocmetl, 8bl00py  Memooono2uu u3 CeeHepUPOBAHHBIX
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NOCIe0068ameNbHOCHEN, NPOBEPKU ee HA NPAKMUKe, a MAKdice NOAYYEeHUI0 NPAKMUYECKUX Pe3Vibmamos u
86180008 00 IhhexkmusHOCmuU MemoOoa02UU U NPOEKMA 8 YEA0M.

Knrouesvie cnosa: SEO onmumuzayus; HUT-pecypce;, KPl;  6usnec-npoyeccol;, memooonoeusi;
KOHIMEHm, COYuaIbHbLe Cemu, MpapuK, TUobl, 103a0UIUNMIL.
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RESEARCH AND DEVELOPMENT OF METHODOLOGY
OF PROCESS-ADJUSTABLE OPTIMIZATION OF INTERNET RESOURCES

In the article coincides the purposes of work, within which addresses and solves problems on the study of basic
information seo optimization (its tools, as well as the conceptual components of the search engines), formalization of
data into business processes followed by detail, the allocation of key performance indicators, the establishment of the
relationship model key performance indicators with business processes, obtaining random variants of methodological
sequence selection methodology of the generated sequences, test it on a practical e, as well as obtaining practical
results and conclusions about the effectiveness of the methodology and the project as a whole.

Keywords: SEO optimization; it-resource; KPI; business processes; methodology; content; social networks;
traffic; leads; usability.
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YJIK 004.62
H.A. 3ATOPOJIHUX, A.B. KOCBKMH, N.A. KOCbKHH, A.10. YYKAPUHCKUI

HHTEI'PAIIMA U YIIPABJIEHUE OBPA3OBATEJIBHBIMU PECYPCAMMU BY30B
ITPU ITIOCTPOEHUU EJIUHOTI'O OBPA3OBATEJIBHOI'O ITIOPTAJIA

Cmamobsi  codepocum nooxoovl K peuleHuro npobrem cobopa U auamusa pacnpeoeenHvlx
ungopmayuonnvix pecypcos. Onucana apxumexmypa UHMeZPUPOSAHHO20 00PA308AMENbHO20 NOPMANd
00veOunsIOUe20 pasHOpoOHble UHPOPMAYUOHHBIE PECYPCbl PA3TUUHBIX YUeOHbIX 3asedeHuti. [Ipednooicensi
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Mamemamuieckas Mooenb cepeepa uwnmespayuu 6 npoyecce 00CMyna K pacnpeoesieHHbiM pecypcam u
aneopumm pabomuvl cepeepa uHmezpayuu npu o0opabomxe 3anpocos noiv3oeamenel Ha O00CMYn K
pacnpeoeieHHbIM pecypcam.

10.

11.
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INTEGRATION AND MANAGEMENT OF EDUCATIONAL RESOURCES
OF UNIVERSITIES IN CONSTRUCTING THE UNIFIED EDUCATIONAL PORTAL

The article contains approaches to solving problems of collection and analysis of distributed information
resources. Describes the architecture of integrated educational portal, unifying heterogeneous information resources of
various educational institutions. The proposed mathematical model the integration server in the process of access to
distributed resources, and the algorithm of integration server when processing user requests for access to distributed

resources.
Keywords: Integration; data; data schema; inquire model; web-services.
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A.A. MUTHUH

METOJABI U CPEACTBA UHTEJVIEKTYAJIBHOI'O AHAJIN3A JTAHHBIX

B cmamuve npeécmaeﬂen 0630p PAaA3IUYHbIX Memooo8 aHaAIu3a ()aHHle, UCNONb3YEeMbIX NpU

pa3pa60m7<e UHMENNEKMYA/IbHbLX CUCmMeEM.

Kntouesvle cnosa: oOanmvie;, Oonvuiue OaHHble, UHMELIEKMYANbHbIL AHANU3 OAHHBIX, Memoobl

UHmMENNEKMYalbHOc0 aHAIu3a ()aHHblx,' UHMENTIEKMYA/llbHble CUCMEMDbL.
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The article presents an overview of various methods of data analysis used in the development of intelligent
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ABTOMATHU3AL[UA U VIIPABJIEHUE
TEXHOJIOTHYECKUMH ITPOLIECCAMHA U ITPOU3BOICTBAMH
VJIK 004.93

A.B.'TACUJIOB

O BO3SMOKHOCTU ABTOMATU3AIIUA ITPOLECCA
TPEXMEPHOI'O MOJAEJTMPOBAHUS C MOMOIBIO TEXHOJIOT'HH
TPEXMEPHOU PEKOHCTPYKIHUU B 3AJAYAX TU3AUHA UHTEPBEPA

B oannoii cmamve npogeden ananuz 603MONCHOCIU U CHOPMYTUPOBAH NPUHYUNUATLHBIU ANIROPUMM
NPUMEHEHUS MEXHONI02UY MPEXMEPHOL PEKOHCMPYKYUU 8 PAMKAX ASMOMATMU3AYUU NPOYeCca MpexmepHozo
Mooenuposanus 8 obracmu Ou3auHa unmepvbepos. Paccmompen npoyecc mpexmepHo2o MOOenuposaHus,
B03MOJICHBIIL CNOCOO €20 ABMOMAMU3AYUU, A MAKHCe NYMmu YIAY4uleHus: IQ@DEeKmugHoCmu UCNONb3YeMbIX
aneopummos 8 pamkax OauHou npeomemmuou oonracmu. Chopmyauposanvl NPeoNoNHCeHUs. OMHOCUMENLHO
COKPAujeHUsi GPEMEHHbIX 3ampPam Ha GLINOJIHEHUE OMOEIbHbIX ONEpayuli Ha OCHOGE NPUMEHEHUSI EXHOI02UU
mpexmepHou  pexoncmpykyuu. Onpedeneno HanpaeieHue OaNbHelUX UCCIe008anull U peanusayuu
NPeONoAHCEHHO20 PeUeHUsL.

Kniouesvle cnosa: ousaiin unmepbvepa, KOMNbIOMEPHOe 3peHue; MpexmepHas pPeKOHCMPYKYUS,
mapkep.
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THE POSSIBILITY OF AUTOMATIZATION OF INTERIOR DESING 3D MODELLING
USING 3D RECONSTRUCTION

Possible solution of automatization of interior design 3D modelling is discussed in the article. 3D modelling

process, possibility of its automatization and way of improvement is considered. Suggests on reducing time costs of
particular operations using 3D reconstruction is proposed. The field for further investigations of given problem and
their solution is suggested.
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MATEMATHYECKOE U [IPOI'PAMMHOE OBECIIEYEHUE
BBIYUCITUTEJIBHOM TEXHUKHU U ABTOMATHU3HPOBAHHBIX CUCTEM

VK 004.9
T.B. KYPUEHKOBA, O.10. JIABJINHCKA 1

IMPUMEP PEAJTIM3AIIMU MOBUJIBHOT'O ITPUJIOKEHU A
B PAMKAX KOHHEIIIUHU «CITIZEN-CENTRED HEALTH CARE»

B cmamve paccmampusaemcs eapuanm paspabomiu MOOUTbHO20 NPULONCEHUS 0Nl CMAPMPOHOE8
na 6aze OSANndroid, paspabomannoco 0Onst MoHUmMOpUH2A COCMOAHUA NAYUEHMA C aAPMEPUATbHOLU
eunepmonueti. Onucanvl cpedcmeéa u mexHoxo2uU paspabomku, smanvt paspabomku. Moourvbhoe
NPULOACEHUE UHMESPUPOBAHO 8 MEOUYUHCKVIO UHMDOPMAYUOHHYIO CUCTEM) .

Knrouesvie cnosa:. menemeduyuna; mobunvHoe npuiodicenue, cpeoa paspabomxu AndroidStudio.
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EXAMPLE OF REALIZATION OF THE MOBILE APPLICATION WITHIN THE CONCEPT
OF «CITIZEN-CENTRED HEALTH CARE»

In article are considered the variant of development of a mobile application for smartphones on the basis of
OSAnNdroid developed for monitoring of a condition of the patient with an arterial hypertension. Tools and technologies
of development, development stages are described. The mobile application is integrated into a medical information
system.

Keywords: telemedicine; mobile application; AndroidStudio development environment.
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AHAJIMTUYECKAA MOJIEJIb U AJITOPUTM OIITUMAJIBHOI'O
PASMEINEHUA BUPTYAJIBHBIX MAIIIMH HA Y3JIAX BUPTYAJIM3AIIUA
B OBJIAYHOM BBIYNCJIUTEJBHON CUCTEME

B cmameoe paccmampuearomcs Mmooenv u ajeopumm ONMUMAIbHO20 pasmMeulerusl eupniydilbHblX

MAwuH Ha y31ax 00Aa4HOU 8bIYUCIUMENbHOU CUCHEMbl HA OCHO8E 08YXYPOBHEB020 BEKMOPHO2O KpUumepus
onmumuzayuu. B kauecmee kpumepues 8b106paHbl MUHUMATLHOE 8PEMSL 3A0EPAHCKU U Odcummepa 8 KaAHALax
c8A3U MexcOy Y3Namu SUPMyamu3ayul, d MmMaxdce OMHOCUMENbHblE 3ampayusaemvle GblUUCIUMETbHbLE
pecypcul 0151 pazmeuiaemol GUPMYarbHOU MAULUHDL.

Knroueevie cnosa: mooenv u aneopumm  OnmMuUMAailbHO20 paA3MeweHus eupmyaﬂbHOﬁ MAUrsl,;

001aUHAS BLIYUCTUMENILHASL CUCTNEMA.
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The article considers model and algorithm for optimal virtual machines placement in node virtualization on

cloud computing system based in two-level vector criterial optimization. As criteria, the minimum delay time and
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resources expended for hosted virtual machine.
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YK 654.164
A.H. JAJOHOB, A.P. KAJIBIPEAEBA

OIIPEJEJIEHUE 30H PACIIPOCTPAHEHMSI CUT'HAJTIA
BECITPOBOJHOMU JIOKAJIBHOU CETH

Ipomviuinennas  pegonioyus, NO3GONUGWIASE  WIASHYMb  Yel08eYeCmB8y HA HO8YI0  CMYNeHb
UCNONL306AHUSL MHO2UX MEXHUYECKUX Cpeocms U MeNeKOMMYHUKAYUOHHBIX CUCTEM, NO360UNA 8
Hacmosiujee 6peMsi UCHONb308AMb  KAYECMBEHHO HO8ble UHDOPMAYUOHHbIE, KOMMYHUKAYUOHHbIE U
BLIYUCTIUMENbHBIE  BO3MOJCHOCTIU 8 NPOMBIUIEHHOU U YAPAGLEHYeCKoU cghepax, 20e uenogex cmai
00HOBPEMEHHO co30amenem MexHoN02Ull, onepamopom u ux xkiuenmom. Texnuueckas pesonoyus 6 cgepe
nepedauu ungopmayuu no360aUNA OOMEHUBAMBCS UHOpMAaYUel HA OOIbUUX PACCMOAHUSX U Peuums
muoeue 3adayu. OOHAKO 8 NPOeKMuposanuu Oecnpo8OOHOL JIOKANbHOU C6A3U BO3HUKAIOM NpOOIeMbl C
HEe0OX00UMOCbIO NOCMOAHHO20 OOCHYNA O paAcCmyuje2o Yyucia noab3o8ameretl, 3auumsl Om pasiuiHbIX
noMex U UCcre0o8anue MeCmHOCmu 05 pa3eepmuléans OecnposoOHol J0KANLHOU cemu. B césasu ¢ amum,
OOHUM U3 NPUOPUMEMHBIX HANPAGLEHUL U3YUEHUsL COBPEMEHHOU CE53U SGNAEMC I OnpedeseHue 3a8UCUMOCU
6EPOSIMHOCMU  OWUOOUHO20 NpuUemMa naKema OAHHbIX OM PACCMOSHUSL MeHcOy NpUeMonepedaouumu
yempoticmeamu.  Omo  NO360UM  peuiums  3a0auu  ONPeoeieHUsi YUcia 0d308blX CMaHyull  0Jis
npoexmuposanus 6ecnpo8oOHON TOKAILHOU CeMU U CUCIEMbL KYMHbIU 20PO0Y.

Knrouesvie cnosa: 6ecnposoouvie J0KAIbHbIE cemu;, KAHAL C6s3u, npozpammusiil naxem Matlab;
30HA YBEPEeHH020 NOKPbINUSL.
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DEFINITION OF WIRELESS LAN SIGNAL PROPAGATION ZONES

Industrial revolution allowed us to step forward in telecommunication systems. It resulted in apperience of new
information, communication and processing capabilites in different areas, where men became a creator, operator and
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user simultineously. Tecnological revolution in telecommunications allowed us to communicate on long distances and
solved other problems. However, there are problems in the design of wireless local area networks. These problems
include growing number of users, interference and the need in terrain analysis for deploying a wireless local area
network. One of the priorities in modern radio communications is to determine dependence of probability of an
erroneous reception of a data. This will help us to determine number of base stations in local area networks and "smart
city" systems.

Keywords: wireless LAN; link; Matlab software package; zone of confident coverage.
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PEAJIMZALIAA THBPUTHOI'O ABTOMATHYECKOI'O 3AITPOCA
IMOBTOPHOMU NEPEJJAYHU B CUCTEMAX BECITPOBOJHOI'O JOCTYIIA

B cmamve npedcmasnen kpamkuii 0630p NpUMEHAEMbIX 8 COBPEMEHHBIX MEXHOIO2UAX OeCnPO8OOHbIX
cemeli Munog GUOPUOHO20 ABMOMAMUYECKO20 3anpoca noemopHotl nepedayu. Ilpeonodxcena memoouxka
OYeHKU NPONYCKHOU CROCOOHOCU NPU Peanu3ayuu SUOPUOHO20 ABMOMAMUYECKO20 3aNpocd NOBMOPHOL
nepedauu.

Knioueswie cnosa: asmomamuueckuii 3anpoc nogmopHoll nepeoayu; cucmemsbl ecnpo8ooHo20
docmyna; nepedaida OaHHbIX.
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REALIZATION OF THE HYBRID AUTOMATIC REPEAT REQUEST
IN THE WIRELESS ACCESS SYSTEMS

The article provides a short overview of hybrid automatic repeat request types applied in modern wireless
networks technologies. A methodology for bandwidth estimating when implementing hybrid automatic repeat request is
proposed.

Keywords: Hybrid ARQ; systems of wireless access; data transfer; chase combining; ncremental redundancy;
excessiveness.
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ONITUMM3ALUS TPOTOKOJIOB JTAHAMMYECKON MAPIIPYTU3ALIIA
B MYJbTUCEPBUCHOU CETH CJEAYIOIIET'O IOKOJIEHUA

B cmamve npedcmaeﬂeH anaius epemeru cxooumocmu Myﬂbmucepeucnoﬁ cemu CﬂedleW@ZO
NOKOJIEHUA U OYEHKA 6JIUSIHUSA HA HecOo 6PEMEHHbBLX napamempoe nponoKoa106 OUHAMUYECKOTL mapuwpymusayuu
6 YCI0BUAX USMEHEHUSL MONnoJjlocuu cemu, I’lpOI’lyCKHOIJ CNOCOOHOCMU KAHANO8 CEA3U U UX 3aepy3Ku.
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cemu, omkaz 8 cemu, maimepwvi npomorxona;, OSPF.
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OPTIMIZATION OF DYNAMIC ROUTING PROTOCOLS
IN MULTISERVICE NEXT GENERATION NETWORKS

The article presents an analysis of the time convergence multiservice Next Generation Networks and
assessment of the impact on him of time parameters of dynamic routing protocols in a changing network topology,
network bandwidth and capacity them.

Keywords: Dynamic routing; routing protocol; network convergence; network failure; protocol timers, OSPF.
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HHDPOPMALIHOHHAA BE3OIIACHOCTD U 3ALLIUTA HHDPOPMALIUHA

VJIK 004.056.53
L.A. APXUIIOB, A.C. TAJIKWH, 1.0. MAPKWH

AJITOPUTM PACHPEJIEJIEHHOI'O TECTUPOBAHUSA BEB-IIPUJIOKEHUM
HA OCHOBE TEXHO.JIOTWH BEB-ITIPOKCH U AKTUBHBIX JIAHHBIX

B pabome onucana cucmema pacnpedeneHHO20 MeCMUPOBAHUS YOALEHHbIX BeO-NPUTLONHCEHUL,
UCNOTL3YIOWAs Cemb V3108, NOCMPOEHHBIX HO MEXHON02UU 6e0-NPOKCU-CEPBEPOB, 8 OCHOBE KONOPBIX eHCUM
KOHYenyus akmueHblX OAHHbIX.
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DISTRIBUTED TESTING WEB-APPLICATIONS
BASED ON TECHNOLOGY WEB-PROXY AND ACTIVE DATA

The article considers distributed testing remote web-application system, utilizing network of nodes, built by
technology web-proxy and based on conception of active data.
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A.I1. TOPJIOB, B.T. EPEMEHKO, M.IO. PBITOB

ABTOMATU3ALMSA NPOLUECCA OHEHKHU DO®EKTUBHOCTHU
KOMIVIEKCHBIX CUCTEM 3AIIATHI HHOOPMALIUH
P OJHOBPEMEHHOMU PEAJIM3ALIMU YI'PO3

B cmamve paccmompena aemomamuzayus npoyecca OYeHKU IPHEKMUSHOCMU KOMNIEKCHBIX
cucmem 3auumol UHGOPMAYUY RYmMem CO30aHUSL ABMOMATUSUPOBAHHOU CUCTNEMbI, OCHOBHBIMU (DYHKYUAMU
KOMOPOU A615I0MCs: npogederue ayouma ungopmayuonnoi dezonacnocmu (UB), dhopmuposanue modenu
yepo3 UMb, pexomenoayuii no co30aHuio CUCMEMbl 3AUUMbl UHOOPMAYUY, KOMWIEKMA OP2AHU3AYUOHHO-
PACnopsoumenbHol 0OKYMeHmMayui.

Knwouesvie cnosa: ungopmayuonnas 6esonacHocms, oyenka;, ayoum HbB; moodenv yepos;
A6MOMAMU3UPOBANHAS cCUcCmeMa, 00beKkm ungopmamusayuu; sauwueHHocmy,; annapam cemeii Ilempu.
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AUTOMATION OF THE PROCESS EVALUATING EFFICIENCY
OF INTEGRATED INFORMATION SECURITY SYSTEMS
UNDER THE SIMULTANEOUS IMPLEMENTATION OF THREAT

In the article reviewed the automation of the process assessment the efficiency of complex information security
systems through the creation of an automated system, the main functions of which are: an information security audit
(IS), the formation of the model IS threats, recommendations on the creation of information security systems, a set of
organizational and administrative documentation.

Keywords: information security; assessment; IS audit; threats model; automated system; informatization
object; security; device of Petri Nets.
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YJIK 65.011.56
O.JI. KOPOJIEB

KIACCUOUKAIUA KUBEPYI'PO3
UH®OPMAIIMOHHOU AEATEJBHOCTH OPTAHU3AIIUN

B cmamve paccmampusaiomes éonpocwl knaccugurayuy munog Kubepyepos no ypogHo OnACHOCHU.
Buvidensiemes mpu yposmna: nmusxui, cpednui, evicoxuu. IIpusodsmecs xapaxmepucmuky Kaxcoo2o ypoeHs.
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Buvioenaemca, umo HusKkuii ypogensv onpedensiemcs HeCUCMEeMHOCMbIO peanu3ayui U OCHOBbl8Aemcs Hd
noucKke YA36UMOCHeEU ONEePaAYUOHHbIX CUCMeM U NpUnodceHul. Bmopotl, cpeonuii yposeHsb Kubepyzpos,
obnadaem 60.1ee 8blCOKOU CUCTNEMHOCTBIO U OONOTHACMCS HOUCKOM YA38UMOCEN HA MEXHUYECKOM YPOSHE,
COYUATILHBIM MAHUNYIUPOBAHUEM 6 OMKPLIMbBIX UCMOYHUKAX, UCNONb308AHUEM 8DEOOHOCHBIX NPOSPAMM.
Tpemuii, 6vlCOKUIl YPOBEHb, XAPAKMEPUZYEMCS BbICOKOU OpP2aHU308AHHOCMBIO U CUCMEMHOCbIO U
Hanpaenex Ha pabomy Ha Quzuueckom ypoeHe, 8HeOpeHUeM UHCALlOepOo8 U WNUOHO8, CUCHEMHbIM AHATUIOM
yenell op2anu3ayuu U cpeocme ee 3aujumol.

Knrouegwie cnosa: xubepyeposni; kubepamaxu, uHopmMayuoHuas 6e30nacHocms, Kubep-3auuma.
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V.1. Vernadsky Crimean Federal University, Simferopol

CLASSIFICATION OF CYBER THREATS
OF INFORMATION ACTIVITIES OF ORGANIZATIONS

The article deals with the classification of types of cyber threats by the level of danger. There are three levels:
low, medium, high. The characteristics of each level are given. It is highlighted that the low level is determined by the
non-system implementation, and is mainly based on the search for vulnerabilities of operating systems and applications.
The second average level of cyber threats is more systematic, and is complemented by the search for vulnerabilities at
the technical level, social manipulation in open sources, use of malicious software. The third high level is characterized
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by high organization and systematic approach and is aimed at working at the physical level, introducing insiders and
spies, system analysis of the organization's goals and means of its protection.

Keywords: cyber threats; cyber attacks; information security; cyber defense.
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BE30ONACHOCTBIO PACHPEAEJEHHONH HH®OPMAIIMOHHON CUCTEMBI
HA OCHOBE BBISIBJIEHUA U OIIEHKHA YSA3BUMOCTEM

B cmamve usnooicena mooenv npoyecca ynpaeneHus —UHPOPMAYUOHHOU  0E30NaACHOCbIO
pacnpeoenenHol UHGOPMAYUOHHOU CUCEMbl HA OCHO8E 6blAGIeHUs U OyeHKU yazeumocmeil. Mooenb
yuumeieaem napamempuvl npoyecca amaxk u 3auumel, a MaKdxce GHYMpeHHue U GHeuiHue Qaxmopul,
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The article describes the information security management process model of distributed information system
based on vulnerability identification and evaluation. This model takes into account attack-and-defense process
parameters, internal and external factors affecting the state of the system. A general structure of the management
process model is proposed. The structure is a set of modules that perform permanent scanning for the emergence of new
vulnerabilities. It will allow attaining accurate detection and assessment of vulnerabilities by timely recording and
analyzing real attempts of computer attacks. The aggregate of these modules performs the basic function of improving
information security based on vulnerability analysis.

Keywords: distributed information system; information security; computer attack; security index; vulnerability
detection and valuation; risk estimation; probability graph; data transfer rate.
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VIIK 681.142.7
B.®. MAKAPOB, JI.IO. HEUAEB

O BO3MOKHOCTH PA3BUTHUSA ®OPMAJIBHBIX OITUCAHUN TUHAMUK
PA3BUTOM CTPYKTYPbI CHCTEMBI BASUCHBIX OTHOINEHU KOH®JINKTA
BO ®PAKTAJIBHOM BA3UCE

B cmamve npusedenvl MmemoodonocuyecKue U MEXHONOSUYECKUe OCHOBbl, OHnpeodenaioujue
B03MONCHOCIb U YEeCO0OPA3HOCMb NPUMEHEHUsT (PPAKMATbHO20 06a3uca 8 MOOeIUpOSaHuy OUHAMUKU
obecneyenuss  OE30NACHOCMU  OPeAHUZAYUOHHBIX — COYUATLHO-IKOHOMUUECKUX —CUCTEeM U  HOOO0EPHCKU
npuMAmMuUsL pewieHull 8 npoyeccax obecnewenus sauumvl ungopmayuu. Iloomeepoicoena 803MoONCHOCMD
NOCMPOEHUs HenpoOmueopeuUsblX OUHAMUHECKUX ONUCAHULL Npoyecco8 obecneyeHus Oe30nacHoCmu Ha
OCHOBe (DpaKmaios pazeumon CImpyKmypobl CUCHEMbl OA3UCHBIX OTMHOWEHUT KOHMIUKMA.

Ne1(105)2018




Hay4Ho-mexHu4Yeckull XypHan

Kntouesvle cnoea: xongauxm;, aHmazoHucm; 20Meocmas; 0e30NaACHOCMb, KOMHIIEKC;, MOOeib;
¢paxman;,  cemv,  banranc;,  ycmouyusocmv,  3phexmusnocms,  yHuepcanuu,  YHupurayus,
abcmpazuposanue; peuieHue.

CIIMCOK JIMTEPATYPbBI

1.  Heuaes, [J.}0. Mopdonornueckue n mareMaTndeckue OCHOBBI CHHTE3a YIPAaBJICHHUS IMOBEICHHEM
CIIOXHBIX CHCTEM B YCIOBHSX MOJH(YpKanHOHHBIX KOH(IHKTOB: MoHOrpadus [Texcr] / JI.FO.
Heuaes. — M.: Mockosckue yuebnuku. — Cu/lu-npecc, 2010. ISBN 978-5-8443-0099-8.

2.  Heuaes, /1.IO. OmMepmxeHTHOCTh 1 MOP]oIOrus 6a30BBIX aTTPAKTOPOB MOBEACHUS CIOKHBIX CHCTEM
B yCI0BUAX moaudypkannoHusix KOHGIMKTOB [Teket] / JI.FO. HeuaeB. — M.: MoCKOBCKHE YICOHHKH.
— Cu/lu-tipecc, 2010. ISBN 978-5-8443-0099-8

3. JaBug, I'. ®ynnamenransias ummyHonorus [Teker] / I'. Iaeua, k. Tomac. — M.: Mup, 1987. — C.
456 ISBN 5-03-000497-1.

4,  Makapo, B.®. IIpobmembl W pemieHHS KOMIUIGKCHOW 3alIuThl OOBEKTOB WH(MOPMATH3AINH:
monorpadus [Tekcr] / B.®. Makapos, JI.}O. Heuaes. — M.: PT'TDY, 2009. ISBN 978-5-87827-393-0.
5.  Uepemkun, J[.C. MeTomonoru4eckue acreKThl MHTETPAIlMM CHCTEM oOecreueHUs 0e30MacHOCTH

KpUTHUIeCKH BaKHBIX 006eKTOB [Tekcr] / [I.C. Uepemkun, J[.}O. Heuaes. — M.: U3Bectus Poccuiickoro
SKOHOMHYECKOro yHuBepcutera uM. . B. IlnexanoBa. — DmeKkTpoHHBINM HaydHBIH KypHAT Ne2 (20)

ISSN 2221-9463 [DnexTponHbIit pecypce]. - URL: Uctounuk:
http://www.rea.ru/ru/org/managements/izdcentr/Pages/2(20),2015.aspx.
6. Hewaes, [.}O. VYmpaenenme kommuiekcHO# Oe3omacHocThio KBO Ha oOCHOBe OIIEHKH PHCKOB

BO3HUKHOBCHUS upe3BbrdaiiHbix cutyarmii [Teker] / J.FO. Heuaes, JI.C.Uepemkun. — [lepcrieKTHBEI
Pa3BUTHS TEXHUYECKUX HayK. — Beimyck 2. — COOpHHMK HayYHBIX TPYJOB IO UTOTaM MEXITYHApPOIAHOM
Hay4YHO-TIpakTH4YecKoi kKoH(pepeHiuu (6 uromns 2015r.). — Yensounck, 2015. — C. 18-28.

7. Sadykov, T.M. Polynomial dynamics of human blood genotypes frequencies [Text] / T.M. Sadykov. —
Journal of Symbolic Computation. — Volume 79. — Part 2. — March-April 2017. — P. 342-355.

Maxapos Banepuii ®exopoBuy

OI'KOY BO «Axkanemus ynpasinenus MB/] Poccuny, r. Mocksa

JIoKTOp TEXHHYECKUX HayK, mpodeccop, mpodeccop kadeapsl HHGOPMAMOHHBIX TEXHOJIOTHH yIIPaBICHHS
Ten.: 8 909 657 35 48

E-mail: ovorta@mail.ru

Heuaes Imutpuii FOpseBuy

®OI'BOY BO «P3Y um. I'.B. ITnexanoBa», r. MockBa
KannuiaTt TeXxHUYECKUX HAyK, IOIEHT Kadenpbl HHPOpMaTHKU
Ten.: 8 926 565 63 24

E-mail: dimuray@mail.ru

V.F. MAKAROV (Doctor of Engineering Sciences, Professor,
Professor of the Department of Information Technologies Management)
Management Academy of the Ministry of the Interior of Russia, Moscow

D.Yu. NEChAEV (Candidate of Engineering Science,
Associate Professor of the Department of Informatics)
Russian University of Economics named after Plekhanov, Moscow

ON THE POSSIBILITY OF DEVELOPING FORMAL DESCRIPTIONS OF THE SPEAKER
OF THE DEVELOPED STRUCTURE OF SYSTEM THE BASIC RELATIONS
OF THE CONFLICT METHODS OF NETWORK REGULATION

The article presents methodological and technological fundamentals that determine the possibility and
expediency of application of fractal basis in modeling the dynamics of the security organizational socio-economic
systems and decision support in the processes of information security. Confirmed the possibility of constructing
consistent descriptions of the dynamic of security processes based on the developed fractal structure of the system of
base relations of the conflict.
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TPEBOBAHUA

K 0(pOpMJIEHUIO CTATHM JIfl ONY0JIMKOBAHUS B sKypHAJIe
«AHpopManMOHHbIE CHCTEMbI M TEXHOJIOT UM

OBIIIME TPEBOBAHUSA

O0bveM MaTepuana, TpeaIaracMoro K MyOJHKaIlMd, W3MEPSETCs] CTPAaHWIAMH TEKCTa Ha JIUCTax
¢opmara A4 u comepxuT OoT 4 10 9 CTPAHUI; BCE CTPAHMIBI PYKOMHCH JIOJIKHBI UMETh CIUIOIIHYIO
HyMEpaIuio.

B omHoM cOopHUKE MOXKET OBITH OMYyOJIMKOBaHA TOJIBKO OJHA CTaThsl OJHOTO aBTOpA, BKIIIOYAs
COaBTOPCTBO.

[Inara ¢ aciMpaHTOB 3a MyOJUKALUIO PYKOIMCEH HE B3UMACTCA.

AHHOTanMu BceX MyOJMKYEeMBIX MaTEpUaloB, KIHOYEBBIC CIIOBA, HH(QOpMaIUs 00 aBTOpax, CIIUCKU
JUTEPATyphl OYAYyT HAXOAUTHCS B CBOOOJHOM JIOCTYIIE Ha caiiTe COOTBETCTBYIOIIETO JKypHalla M Ha caiire
Poccwiickoit HaywuHOI 2nexTpoHHOH OnbmmoTexn — PYHObB (Poccuiickuii nHAEKC HAyIHOTO ATUPOBAHUS).

TPEBOBAHUS K COIEPKAHUIO HAYUYHOM CTATBA

Hayunast crarhsi, MpenoOCTaBisieMas B JKYPHAJbl, JO/DKHA HMMETh CIEAYIONHe 00s3aTebHbIe
3JICMCHTHI.

— TOCTaHOBKA MPOOJIEMBI HJIH 3a7[a4H B O0IIIEM BH/IE;

— aHanu3 JOCTIDKCHWU M MyONHMKalui, B KOTOPBIX MpeiaraeTcs pelieHue JaHHOH mpoOIeMbl M
3a]a4M, Ha KOTOPBIC OMMMPAETCS aBTOP, BhIICIICHHE HAYUHOW HOBU3HBL,

— HCCJIEI0BATEIIbCKAS YacTh;

— 000CHOBaHHE TONYYEHHBIX PE3YIIbTATOB;

— BBIBOJBI [0 [AHHOMY HCCIICIOBAHHIO M TIEPCICKTUBBI TaJbHEHIIET0 pa3BUTHI JAHHOTO
HarpaBJICHHS;

— Oubmuorpaduws.

TPEBOBAHHUSA K O®OPMJIEHUIO HAYYHOM CTATBH

Cratest nomkHa ObITh HaOpana mpudtom Times New Roman, pasmep 12 pt ¢ oguHapHBIM
WHTEPBAJIOM, TEKCT BHIPABHUBAETCS MO MIMPWHE; ab3amHblid oTcTyn — 1,25 cM, mpaBoe moie — 2 cM, JIEBOe
roJie — 2 CM, TI0JIs BHU3Y U BBEPXY — 2 CM.

Oobs13aTeJIbHBIE J1€MEHTBI:

- YIK

— 3arjaBue (Ha PyCCKOM M AHIVIMIICKOM SI3bIKAX)

— aHHOTAUMA (HA PYCCKOM U AHIJIMHCKOM SI3BIKAX)

— KJII0YeBble ¢JI0BA (HA PYCCKOM M aHIJIMIICKOM SI3bIKAX)

CIUCOK JINTePATYPhl, HA KOTOPYIO aBTOP CCBHUIAETCS B TEKCTE CTATHH.

TABHI/IL[I)I PUCYHKH, ®OPMVYJIbI

Bce Tabnuibl, pUCYHKHM W OCHOBHBIC (POPMYIIBI, NMPHBEJCHHbIE B TEKCTE CTaTbU, JOJDKHBI OBITh
MPOHYMEPOBAHBI.

®opmyabl crienyeT HabupaTh B peaakrope hopmya Microsoft Equation 3.0 ¢ pasmepamu: 0ObIYHbI#
mpudt — 12 pt, kpynueii maAekec — 10 pt , menkuit mHgekc — 8 pt. MopmyJibl, BHEAPEHHbIE KaK
u3o0pakeHne, He jgomyckawtcsa! Pycckue u  rpeueckue OykBbI, a Takke 0003HAUCHUS
TPUTOHOMETPUYECKUX (YHKLUI HAOUPatOTCs MPSIMBIM MIPUQPTOM, JIATHHCKHE OYKBBI — KYPCUBOM.

PucyHku u qpyrue wumocTpauuu (YepTesku, Tpadrku, CXeMbl, JUarpaMMbl, (POTOCHUMKH) CIEIyeT
pacrmonaraTh HEMOCPEJICTBEHHO TOC/E TEKCTa, B KOTOPOM OHH YINOMHHAIOTCSl BIEpBBbIC. PHCYyHKH, 4HCIIO
KOTOPBIX JIOJDKHO OBITH JIOTHUECKH OTPaBJIaHHBIM, MPEACTABISIOTCS B BUAE OTACIBHBIX (ailioB B Gopmate
*.eps (Encapsulated PostScript) niu TIF pazmepom we menee 300 dpi.

CBEJEHHS Ob ABTOPAX
B xonue crateu npuBoastcs HabpanHble 10 pt cBeneHnst 00 aBTOpax B TaKOW MOCIENOBATEIBLHOCTH:
(haMunns, UMsI, OTYECTBO (ITIOTYKUPHBIN MIPU(PT); yIpekIeHUE WM OpraHU3alHs, YIeHas CTEIeHb, YICeHOe
3BaHUe, JOIDKHOCTb, ajipec, TenedoH, dJeKTpoHHas mouta (00braHbd mpudT). CBeleHHs 00 aBTOpax TaKxKe
MPEIOCTABISIOTCS OTACIBHBIM (DaillioM 1 00sI3aTeNbHO JYOIUPYIOTCS Ha AaHTIIMHCKOM SI3BIKE.
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