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UHpopmayuoHHbIe cucmembl U mexHosI02uu

MATEMATHYECKOE U KOMIIBIOTEPHOE MOJIEJIUPOBAHUE

Y]IK 004.9
H.B. JOPO®EEB

OBOBHIEHHAS HHOPOPMAIIMOHHASA CTPYKTYPHASA CXEMA
IMPUPOJHO-TEXHUYECKUX CUCTEM

B cmamve obocnosvieaemcs neobxooumocme paspabomru HO80U MoOenU NPUPOOHO-MeXHUYeCKOoU
cucmemvl € Y4emom 63AUMHO20 AOUOMUHECKO20 6GIUSHUS NPUPOOHOU cpedvl u mexnocgepwvl. Hayuno
000CHOBbIBAIOMCS  HEOOCMmamKU  cyujecmayiowel paboyeil Mooeau NPUpoOHO-MEeXHUYeCKol CUcmembl.
Ipusooumcsi u onucviaemcs Ho8asi 000OWEHHAS UHDOPMAYUOHHASE CMPYKIMYPHASL CXeMd NPUpoOHO-
MEXHUYEeCKUX CUCTHEM, YYUMbIGAIOWds G3auMHOoe 6nusHue Opye Ha opyea OKpydcaiowel cpeodvl u
mexnuiecko2o obvexma. Paspabomannas 0606wennas uHpopmMayuonnas cmpykmypHas cxema maxoice
VUUmvleaem CoyuarbHyIo COCMaAgasIowyio (Kauecmeo UChOIHeHUs PeKOMeHOayull, NPeOnUCAHHBIX CUCTHEMOT
ynpasnenus [ITC u enusnue uenrosexa Ha OKPYICaowylo cpedy, Hanpumep, NepeHoc U yeeauyeriue 0o6vema
omx0008). Iloomeepaicoaemes adek8amHoCmyb paspaboOmanHol mMooeiu NpupoOHO-MeXHUYeCKUx cucme,
NPOBEOCHHbIMU PE3YIbMAMAMU  IKCNEPUMEHMATbHBIX UCCIe008aHULl N0 OYeHKe Kavecmeda 600bl 8
HeYeHmpaiu308anHol cucmeme B000CHADICEHUs mypOasvl omovixda, pacnonoxcennol y osepa bBoavuioe
Ceamo Huoicecopoockozo paiiona.

Knioueswie cnosa: npupO()HO-mexHuueCKa;z cucmema, ynpaesjieHue, Mooenb.

Paboma evinonnena npu noooepxycke Ipanma Ilpesudenma Poccuiickou @edepayuu Ne MK-
7406.2015.8
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THE GENERALIZED INFORMATION STRUCTURAL SCHEME
OF NATURAL-TECHNICAL SYSTEMS

The necessity to develop a new model of natural-technical system, taking into account the mutual influence of
abiotic environment and technosphere is substantiated in this article. The shortcomings of the existing working models
of natural-technical system are research substantiated. We present and describe a new generalized information block
diagram of the natural-technical systems, taking into account the mutual influence on each other's environment and
technical object. The generalized information block diagram also takes into account the social dimension (quality of
implementation of the recommendations prescribed by PTS management system, and the human impact on the
environment, such as transport and the increase in the volume of waste). The results of experimental studies on water
quality assessment in decentralized water supply camping’s holiday, situated near the lake Big Holy Nizhny Novgorod
region, confirming the adequacy of the developed model of the natural-technical systems.

Keywords: natural-technical system; management; model.
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METHOD OF CONSTRUCTION SPAM FILTER FOR NEAR-DUPLICATE SEARCH IMAGES
In this paper we propose a search method spam-images based on perceptual hash.
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HHDOOPMALIHOHHBIE TEXHOJIOTHHU B COLIHAJIPHO-OKOHOMUYECKHUX
U OPTAHU3ALIHOHHO-TEXHUYECKUX CUCTEMAX
YIAK 519.237

IO.M. BEKETHOBA, I'.O. KPBIUIOB, A.C. [IPUKA3UMKOBA

CHUCTEMHBIN AHAJIN3 TPU3HAKOBOI'O TIPOCTPAHCTBA
JNESTEJBHOCTHU KPEJUTHBIX OPTAHU3AIINI
B IEJISIX BBISIBJIEHUSI PUCKOB IIOTEPU
NX ®PUHAHCOBOM YCTOMYUBOCTHU

IIposooumcsa cucmemmubili anaiuz nokasamenell 0essmenbHOCMU KpeOumHuslx opeanuzayui Poccuu 6
yenax omoopa u3z HUX Ka04esvlx (hakmopos GnuAHUA 01A OdlbHelule20 NOCMpPOoeHUsl NPOSHO3HBIX Moderell
no oyenke PUHANCOB020 COCMOAHUA MOU UIU UHOU OP2AHUZAYUU.

Kniouesvle cnosa: kpeoummnas opeanuzayusi, QuUHAHCOBble U NPABOGblE PUCKU, OM3bl8 JTUYEHIUU,
Gopmbl 6AHKOBCKOU OMUEMHOCMU, NOKA3AMeNb O0eamelbHOCMU, UHMENNeKMYANbHbI AHATU3 OaHHbIX,
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YK 004:352
E.B. CEMIHA, A.1. ®POJIOB, B.A. ®POJIOBA

ITPOBJIEMBI YIIPABJIEHUSA NTH®OPMAIIMOHHBIMHU PECYPCAMHM
OPI'AHOB MECTHOT'O CAMOYIIPABJIEHUA

B cmamve paccmompenvi ocnoenvie npobOiemvl Gopmupoganus eouno2o UHPOPMAYUOHHOLO
npocmpancmea. Ocoboe guumanue yoeieHo Kiaccugurayuu u opmuposanuio nepeurs peecmpos, 6aHKos
OAHHBIX UHDOPMAYUOHHBIX PECYPCO8 0pP2aHO8 MecmHo2o camoynpasnenus. Iloxazana Heo6Xo0umocms
CUHXPOHU3AYUU 20CYOAPCNBEHHBIX U MYHUYUNATbHLIX UHGOPMAYUOHHBIX PecUCmpos Oas PopMuposansl
e0UH020 UHPOPMAYUOHHO20 HPOCMPANCTNEA.

Kniouegvle cnosa: ungopmayuonnsie pecypcwl; ynpasienue; peecmpul, nepeuynu; O6auKu OAHHbIX,
0p2aHbl MECHO20 CAMOYRPABLEHUSL.
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PROBLEMS OF MANAGEMENT OF INFORMATION RESOURCES OF LOCAL GOVERNMENTS

In the article presents the basic problems of formation of a single information space. Particular attention is
paid to the classification and the formation of the list of registers, data banks of information resources of local
governments. The article describes the need for synchronization of state and municipal registers of information to form
a unified information space.

Keywords: information resources; management; registers, lists; databases; local governments.
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ABTOMATU3ALINMA U YIIPABJIEHUE
TEXHOJIOT'MYECKUMMU ITPOLJECCAMMH U ITPOHU3BOLCTBAMHU

YK 004.853:621.793

P.I'. ACAQYJUIAEB, M.B. JIN®GUPEHKO,
B.B. TIOMAKMUH, T.A. PEBHUYEHKO, B.M. ALIEHKO

NHO®OPMAIIMOHHOE OBECIIEYEHHME
MPOIECCA ®OPMHUPOBAHMUS MMOKPHITUI
METOAOM MUKPOAYT'OBOI'O OKCUJIUPOBAHUA

B cmamwe onpedeneno mexywee cocmosmue 60npoca 6bl60pa peicumos u napamempos oopabomru
BEHMUNLHBIX MEMALI08 U CHIABO8 CHOCOOOM MUKDPOOY208020 OKCUuOUupoganus. Paccmompenvt 3adauu
cucmemamuzayuyu  Kpumepues Kayecmed MNOGEPXHOCMU U YNPAGIAIOWUX NAPAMEmpos 6 npoyecce
dopmuposanus noxkpuimuili u onpeoenenus cesazell Medxncoy Humu. Omo HeodXoo0umo Ons  evlbopa
ONMUMATLHO20 — PeNCUMA  MUKPOOY208020  OKCUOUPOBAHUSL 6 YCIOGUAX OSPAHUYEHUU, HANA2aeMblX
MEXHOI0SUYECKUM 000py008anueM, GblOPAHHLIMU KPUMEPUAMU KA4ecmed U MAamepudaiom OCHOBbL.
Onpedenenvt u DOpMaATLHO ORUCAHBI  CYUJECHGEHHbIE KPUMEPUU OYEeHKU Kayecmeda No8epXHOCHI,
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BHYMpeHHUe U 8HeuwlHue eIualowue Gakmopsl, NOCMAsIeHd 3a0a4d ONMUMATLHO20 YRPAGLEHUs NPOYECCOM.
Paspabomannoe ungopmayuonnoe obecnevenue A61aemMcs OCHOBOU OAs NOCMpoeHus 0a3vl 3HAHUU U
cucmemobl HOOOEPHCKU NPUHAIMUSA peulenuti npu 8blbope 0baacmell NApamMempos U peHcuMos MUKpPOOy206020
OKCUOUPOBANUSL C YUEeMOM KpUumepues Kaiecmsed no8epxXHoCmu, 6HYMPEeHHUX U GHeUHUX GaKmopos.

Knioueswvie cnosa: qubopmaquHnoe obecneuenue npoyecca MquO()y206OZO OKCuaMPOGCZHM}Z,'
Kpumepuu kKadvecmea nOKpblmulJ Memanios, ISlEKmpudecKkue napamempvl peNCUMOB MquO()yZOGOZO
OKCMC)MPOBCZHuﬂ,' onmumdailibHvle napamempvl peICUMO8 noeepxﬁocmnoﬁ 06pa6omku memainioe.

Paboma evinonnena 6 pamkax npoeKma NnO RPUOPUMEMHBLIM HANPAGIEHUAM COUUATbHO-
IKoHOMUUecKo20 pa3eumus benzopoockoii obnacmu «Pazpabomka anzopummoe u npopammHbLX
cpeocme  noooepHCKU NPUHAMUA peuleHull Nnpu  ONnpeoeeHuu MeXHON02UUECKUX DPeHCUMOE U
napamempos npouecca MUKpooyz06020 OKCUOUPOBAHUAY, 002080p Ne37-zp om 19.10.2016 .

CIIMCOK JIMTEPATYPbI

1. Cymunos M.B. u ap. Mukpoxyrosoe OKCHANPOBaHUE (TEOpHUsS, TEXHOJOTH, 000PyAOBaHUE). —
Mocksa: OKOMET, 2005. — 368 c.

2. [ynapesa H.}O. Biusane pexuMOB MUKPOTyTOBOT'O OKCHIMPOBAHHUS Ha CBOHCTBA (POPMHPYEMOI
nosepxHocTH // Bectauk YI'ATY, 2013. - T. 17. — Bemyck 3. — C. 217-222.

3. Ilonomapes N.C., KpuBonocoBa E.A., ['opuakoB A.M. OcobeHHOCTH BIUSHHS 3JIEKTPHUECKUX
PEKHMOB Ha MPOIECC MUKPOAYTOBOTO OKcuaupoBaHus // BectHuk llepMckoro HanmmoHaJlIbHOTO
HCCJIEZIOBATENHCKOIO MOIMTEXHUYECKOTO YHUBEpPCUTETa. ManHOCTpOeHe, MaTepraaoBeieHue,
2013.-T.15.—Ne 4. - C. 99-103.

4. Kpumitan M.M. u gp. IloBbllieHHE H3HOCOCTOMKOCTH JA€Tajllel aJlOMUHHEBO-KPEMHUEBBIX
crutaBoB MetogoM MJIO mns paboTel B 3KCTpeManbHBIX ycnoBusax / M.M. Kpwumran, I1.B.
Wpamun, A.B. Ilonynun, J.A. [1aBmoB // U3Bectus Camapckoro HaydHoro mnentpa Poccuiickoit
akajgemus Hayk, 2011. —T. 13 — Ne 4-3. — C. 765-768

5. Epy6aes E.A., Kono6os 10.P. , Kyzpmenko W.H. u np. Bnusaue MUKpOIyroBOro OKCHANPOBAHUS
Ha YCTaJIOCTHYIO NMPOYHOCTh THTaHa // dyHaaMeHTanbHble uccienosanus, 2015. — Ne 11-7. — C.
1318-1322.

6. SAnenko B.M., Jlomakurn B.B., Xpamo I'.B. ®yHKOHOHaNBHBIE  BO3MOXHOCTU
JIEKTPOTEXHUYECKOTO O00OpYyNOBaHMS i MHKPOAYIOBOro oOKcuaupoBanusi // HayuHoe
ob6o3penue, 2015. — Ne 22. — C. 264-274.

Acany/uiaeB Pycram 'ennaabeBuy

OI'AOY BO «benropoackuil rocyJapCTBEHHBIM HallMOHATBHBIM HCCIENOBAaTEIbCKUI YHHUBEPCUTET», T.
Bbenropon

Kannunar TeXHUYeCKUX HayK, JOLEHT Kadenpbl MPUKIaAHOH HHYOPMATHKH U HHPOPMAIIMOHHBIX TEXHOJIOTHI
Ten.: 8 (4722) 30-21-66

E-mail: asadullaev@bsu.edu.ru

JIndpupenko Makcum BsaueciiapoBuy

OI'AOY BO «benropoackuil rocyJapCTBEHHBIM HallMOHATIBHBIM HCCIENOBAaTEIbCKUI YHUBEPCUTET», T.
Bbenropon

Kanmumar TexHMYeCKMX HayK, CTaplIMid mpernojaBarenb Kadeapbl IPUKIAIHOH WH(OOPMATHKH
MH(OPMALMOHHBIX TEXHOJIOTUI

Ten.: 8 (4722) 30-21-66

E-mail: lifirenko@bsu.edu.ru

=

Jlomaknn Baagumup BacuiabeBuu

OI'AOY BO «benropoackuil rocygapCTBEHHBIM HallMOHAIBHBIN HCCIIEIOBAaTENbCKUIl yHHBEPCUTET», T.
Bbenropon

Kanmupgar TexHW4Yeckux HayK, JOLEHT, 3aBenylomuii Kkadempold NpukiIagHOH HMHPOPMATHKH
HH(POPMALIMOHHBIX TEXHOJIOTHI

Ten.: 8 (4722) 30-12-94

E-mail: lomakin@bsu.edu.ru

=

Ne1(99)2017



UHpopmayuoHHbIe cucmembl U mexHosI02uu

Pe3nnuenko TaTbsiHa AJlekceeBHA

OI'AOY BO «benropoackuil rocygapCTBEHHBIM HallMOHAIBHBIN HCCIIEHOBAaTENbCKUIl yHHBEPCUTET», T.
Bbenropon

Kanmunar ¢usnko-maremMaTHueckux Hayk, CTapIIMi IpenoaaBaTelb Kadeapbl NMPHKIaJIHONH MHYOPMATHKH U
MH(OPMALMOHHBIX TEXHOJIOT U

Ten.: 8(4722) 30-21-66

E-mail: reznichenko_t@bsu.edu.ru

Suenko Biragumup Muxaiinosuy

OI'AOY BO «benropoackuil rocyJapCTBEHHBIM HallMOHAIBHBIN HCCIIEIOBATENbCKUIl yHHBEPCUTET», T.
Bbenropon

AcnupanT kadeapsl IpUKIaAHON HHPOPMATUKU U HHGOPMALMOHHBIX TEXHOJIOTUI

Ten.: 8 (4722) 30-21-66

E-mail: yatsenko v@bsu.edu.ru

R.G. ASADULLAEYV (Candidate of Engineering Sciences,
Associate Professor of the Department of Applied Informatics and Information Technology)

M.V. LIFIRENKO (Candidate of Engineering Sciences,
Senior Teacher of the Department of Applied Informatics and Information Technology)

V.V. LOMAKIN (Candidate of Engineering Sciences, Associate Professor,
Head of the Department of Applied Informatics and Information Technology)

T.A. REZNIChENKO (Candidate of Physico-mathematical Sciences,
Senior Teacher of the Department of Applied Informatics and Information Technology)

V.M. YaCENKO (Post-graduate Student of the Department of Applied Informatics
and Information Technology)
Belgorod State National Research University, Belgorod
INFORMATION SUPPORT OF COATINGS FORMATION PROCESS
BY MICRO-ARC OXIDATION

The article describes the current state of modes and parameters choosing for the valve metals and alloys
surface treatment. The problems of systematization of surface quality criteria and control parameters in the process of
Sformation of valve metals coatings by the micro-arc oxidation method and definition of relationships between them
were considered. It is essential to select the optimal mode for micro-arc oxidation in the restrictions on processing
equipment, quality criteria and the type of metal. The significant criteria for the evaluation of surface quality, internal
and external factors were identified and formally described, the problem of process optimal control of the process was
determined. Developed means of information support can be considered as the basis for building a knowledge base and
decision-making support system for selecting of parameter ranges and modes of micro-arc oxidation based on the
criteria of surface quality, internal and external factors.

Keywords: information support of micro-arc oxidation process, criteria of metal coatings quality; the
electrical parameters of micro-arc oxidation modes; the optimal parameters for the metal surface treatment modes.
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VIIK 519.685
JI.B. BYTOPHH, A.B. JIUBIIHNLL, H.['. ®UIAIIITEHKO

ABTOMATU3ALIMA IPOIECCA KOHTPOJIA
®A30BBIX U PEJTAKCAIIMOHHBIX ITPEBPAIIIEHA
B IOJIMMEPHBIX MATEPUAJIAX

IIpogedennviii ananuz 060py008anus 3NeKmMpoOmepMudeckol 06pabomKy NOAUMEPHLIX MAMEPUANO8
Ha npeomem e20  AGMOMAMU3AYUU NO3B0AUN  paA3PAOOMAmMb  ANCOPUMM  ABMOMAMUUPOBAHHO20
UCCNe008aHUs, Pealu308aHHblll 8 6UOe NPOSPAMMHOZ0 O0DecneyeHus U A8MOMAMUIUPOSAHHOU CUCHEeMbl
Ynpasnenus npoyeccom KOHMpoas Pazosvix U peiaKCayuoHHbIX NpespawjeHull 8 NOIUMEPHbIX Mamepuailax
npu 21eKmpomepmuieckoil oopabomxe.

Paspabomannas cucmema ynpaenenus no3eonsiem HA KAYecmeHHO HOBOM YPOSHe NpOU3800UMb
mexHoN02u4ecKue NPoyYeccvl CYWKU, C8aApKU U MepMOYRAPOUHEHUS U30ETUl U3 NPUPOOHBIX, UCKYCCIMBEHHBIX U
CUHMEeMUYEeCKUX NOTUMEPHBIX MANEPUATIO8.

Kniouesvie cnoe: nonumepvl;, ¢hazosvie npespawjenus;  peraKcayuoHHvle  NPespaAujeHUs;
mepmuieckas obpabomka, evicokowacmommuas obpabomka, IIH/[-pecynamop; asmomamusuposanHas
cucmema ynpagnenus.
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AUTOMATION PROCESS CONTROL OF PHASE AND RELAXATION TRANSFORMATION
IN POLYMER MATERIALS
The analysis equipment electrothermal processing of polymeric materials on the subject of automation has
allowed to develop an algorithm of automated research, implemented in the form of software and automated process
control system control relaxation and phase transformations in polymeric materials with electro-thermal processing.
The developed control system enables a whole new level to produce techno-logical processes of drying,
welding and thermo-products of natural, artificial and synthetic polymer.

Keywords: polymers; phase transitions; relaxation conversion; heat treatment; high-frequency processing;
PID-controller; automatic control system.
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MODELING LSM-IDENTIFIERS OF ASYNCHRONOUS ELECTRIC MOTORS

This article presents an algorithm and the results of simulation of induction motor parameter identifier based
on the least squares with «forgetting». These results of simulation allowed determining the optimal parameters of the
identifier filter and evaluating the effectiveness of identification for different conditions.

Keywords: simulation; induction motor, parameter identification, least squares algorithm.
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KOHTPOJIb BJIAZKHOCTHU TECTOBBIX 3AI'OTOBOK
B NTPOIECCE UX BBIIIEKAHUA
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HUMIDITY CONTROL OF PASTRY BILLETS DURING THE BAKING PROCESS

This article proposes a variant of a weight-measuring robot designed for weighing food products moving on a
conveyor.

Keywords: baking process; dough billets; coolant; weight; humidity;, temperature;, automation; process
control; mathematical model; algorithm.
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@DYHKYUOHUPOBAHUA U HAZHAYEHUS OAHHOU PACHPeOeNeHHOU cucmeMbl ObLIU pACCMOmMpenbl 0COOeHHOCMU,
makoice CnUCOK mpebosanuli K pacnpeoeienHou cucmeme ynpasieHus 6a3amu OaHHbIX.

Kniouesvie cnoea: pacnpeoenennas 6asa OaHHBIX, ABMOMAMUYECKAS CUCMEMA YAPAGLEHU,
PAayuUoHaIbHoe pasmewerue Qainos; cucmema RPUHAMUSL peueHul.
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DESIGN PROCEDURE DISTRIBUTED DATABASE
FOR DECISION SUPPORT SYSTEM URBAN NETWORKS GAS SUPPLY
OF HOUSING AND COMMUNAL SERVICES

The method of designing a distributed database for decision support system of urban gas networks Ultilities,
which is based on the method of application of the criterion of rational allocation of files. Under the terms of the
Sfunctioning and purpose of the distributed system were considered particularly, as well as a list of requirements for a
distributed database management system.

Keywords: distributed database; automatic control system; rational distribution of the files; system of
decision-making.
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O HEKOTOPBIX CITIOCOBAX MOBBIINEHUS OTKA30YCTOHMUYNBOCTH
MPOTPAMMHO-KOH®UT'YPUPYEMBIX CETEN

B pabome paccmampusaiomcs  cnocodvl  NOGuIUEHUS  HAOEIHCHOCTU — (DYHKYUOHUPOBAHUS
NPOCPAMMHO-KOHDUSYpUpYeMbIX cemeli 3a cuem OYOaUpoBaHusi KOHMPOILEpa U OeyeHmpaiuzayuu e2o
¢ynxyuti. Ilpeonacaemcs mooenv pacnpedenennozo kowmponnepa IIKC. Paccmampusaromces acnekmol
63AUMOOCUCIBUSL  MHONCECMBA KOHMPOIIEPOS, 603MOJNCHOCU nepepacnpedenenus ycmpoticme I[IKC
MedHcOy KOHMPOLIepaMU, OUHAMUYECKOe USMEHEeHUe YUCLA KOHMPOLLEPOs.

Knioueevie cnosa:  npocpammmno-xongueypupyemas  cems, IIKC;  xomwmpoanep  IIKC;
83aumooeticmeue KOHmpoiepos.
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YK 621.394
10.B. KASAHOBCKUMI, B.P. KPABUEHKO, A.H. OPEIIH

IMPEJJIOKEHUSA 11O TPUMEHEHUWIO
MPOTPECCUBHBIX TEXHOJIOTU PAITMOJOCTYIIA
B THOOKOMMYHUKALIMOHHbBIX CUCTEMAX U CETAX

B cmamve paccmampusaiomca mexuonozuu  paouodocmynd, HO380AAIOUWUE NONL30BAMENAM
PACKpblMb  NOMEHYUAN B03MONCHOCMEL COBPEMEHHBIX Ccemell C8A3U C NOOBUNCHBIMU 00beKkmamu, d
onepamopam ceA3u — pearuz08ams OONOIHUMENbHbIE UCHOYHUKU 00X00d, KA4eCmeeHHO HpedoCmasias
HO8bIU  wupoxull cnexkmp ycaye. Ilpu smom  QoKyc 6HUMAHUA OpUEHMUPOBAH HEe CMOIbKO HA
MEeXHON02UUeCKUUl ACNeKm, CKOAbKO HA YAydulenue Nnoib308amenbcKo20 Onbima nocpeocmeom unmezpayuu
COBPEMEHHBIX MEXHON0SUU.

Knrouesvle cnosa: mexunonozuu paduodocmynda, uHGOKOMMYHUKAYUOHHbIE CUCMEMbL U Cemu, cemu
Cc6A3U ¢ NOOBUIICHbIMU 00Bbekmamu, mexnono2us 5G.
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PROPOSALS FOR THE APPLICATION
OF ADVANCED TECHNOLOGIES INFOCOMMUNICATION
RADIO ACCESS SYSTEMS AND NETWORKS

The article deals with the radio access technologies that enable users to unlock the potential capabilities of
modern communication networks with mobile objects, and operators - to realize additional revenue streams, efficiently
providing a wide range of new services. In this case the focus of attention is focused not so much on the technological
aspect of how to improve the user experience by integrating modern technologies.

Keywords: radio access technology; information and communication systems and networks; communication
networks with mobile objects; 5G technology.
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HHDOOPMALITUOHHAA BE30OITACHOCTD U 3AL[UTA HHO®OPMALIHHU

YK 004.942
A.A. BABEHKO, C.C. KO3YHOBA

MOJEJIb BE3OITACHOCTH UH®OPMAIINHN
B CETMEHTE KOPIIOPATUBHON HH®OPMAIIMOHHOM CUCTEMBI

IIpeonooiceno pewenue no obecneueHuro 6e30NACHOCU OAHHBIX 8 Ce2Menme KOPNopamueHou
ungopmayuonnoll cucmemvl. Moodero onepupyem nousmuem 30Hbl 0€30NACHOCMU, cOOepHcaujeli Mepvl no
obecneuenuio ungopmayuonnol 6esonacuocmu. Paspabomana munoeas apxumexmypd KOPHopamueHou
ungopmayuoHnoll cucmemyl, cocmoaujei uz ceemenmos. Q603navena nepcnekmuea 0albHeluue20 pa3eumus
ucciedyemozo Hanpasienus.

Knioueswie cnosa: KopnopamueHasi qu)OpMGuUOHHaﬂ cucmema, qubopmaquHHaﬂ 6e30nacnocmb;
Moaeﬂb,' ceemennt, 30Ha 6630716101—!001’)’!14,’ yepo3sbl.
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INFORMATION SECURITY MODEL
IN THE SEGMENT OF CORPORATE INFORMATION SYSTEM

A solution to the security of data in the segment of the corporate information system. The model uses the
concept of the security zone, containing information security measures. A typical architecture of a corporate
information system, consisting of segments. The perspectives of further development of the test areas.

Keywords: corporate information system; information security; model segment, security zone, threat.
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YK 004.056.5
A.B. KO3AYOK, A.B. KO3AYOK

OB30P COBPEMEHHBIX TEXHOJIOT Wi CETMEHTUPOBAHUA
NHO®OPMAILMOHHBIX KOHTYPOB CUTYAIIMOHHBIX HIEHTPOB

C yenvio obecneuenus NpuHAMUA peulenull GblCUUMU OOMICHOCTIHLIMU JUYAMU HA OCHOBe
ONEPAMuUBHO20 NPOSHOZUPOBAHUS PA3GUMUS CUMYAYUU ObIIA CHOPMUPOBAHA KOHYENYUs UHDOPMAYUOHHO2O0
obecneyenus 20CyoapcmeeHno20 YNpagieHus. NOCPeoCmeom CUmyayuoHnvlx yenmpos. QObecneuenue
bezonacnocmu uHgopmayuu pasiuyHo2o yposHs KOHGUOSHYUATbHOCTU, YUPKYIUPYIOWel 6 CUmyayuoHHbIX
yenmpax, A6nAemcss OOHOU U3 NPUOPUMEMHBIX 3a0ay 8 npoyecce ux QYHKyuonuposanus. B cmamve
npeocmasnen  aHanu3  Cyuecmeyiowux MexHOA0Ul Ce2MeHMUPOB8anus UHPOPMAYUOHHBIX KOHMYPOS
CUMYaAYUOHHBIX YeHmpos. [lpumenenue OaHHbIX MEXHONOUL Ce2MEHMUPOBAHUSL 00VCIO0BNIEHO MeM, Ymo
CYWecmsyiouas cucmema 3auWumsl CUMYAyUOHHLIX YEHMPOS8 SGAEeMC Npensmcmeuem 0 unmespayuu
2UOK020, MOOUTLHO20 0OCMYNA ee NOAb308AmMeNell K pecypcam pa3iuiHoe0 YPOeHs KOHPUOEHYUATbHOCTU,
HOCKOAbKY OMCYMCMEUe MeXAHUIMO8 KOHMPOISL PACRPOCMPAHEeHUs UHDOPpMAYUU 6 CUMYAYUOHHOM YeHmpe
BHYMPU U MeHCOY PASHOKAME2OPUUHBIMU KOHMYPAMU CO30dem NpeonoChliK OAsl HeCAHKYUOHUPOBAHHO20
docmyna.
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Kniouegvle cnosea: uUHQOKOMMYHUKAYUOHHASA CUCMEMA; CUMYAYUOHHBIL YeHmp, 3auuma
ungopmayuu, cecmeHmuposanue.
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SURVEY ON MODERN INFORMATION CIRCUITS SEGMENTATION TECHNOLOGIES
IN SITUATIONAL CENTERS

In order to provide decision-making by senior officials based on situation operational forecasting the
government information support concept by means of situational centers was formed. Securing data at various levels of
confidentiality, circulating in the situational centers, is one of main tasks during their operation. The article presents
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information circuits segmentation technologies in situational centers analysis. Using data segmentation technologies is
necessary because existing situational centers protection system is an obstacle for user’s flexible, mobile access to the
resources at various levels of confidentiality. Because there is information spreading control mechanisms lack in
situational center within and between various levels of confidentiality contours, and it makes possible to get an
unauthorized access.

Keywords: infocommunication system, situational center, information security, segmentation.
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TEHEPAIIMS KJIIOUYEBBIX HOCJEIOBATEJIBHOCTEM
HA OCHOBE TAPAMETPOB ITIOJICO3HATEJBHBIX IBUKEHUI

B cmamve paccmompenvt nodxodvl Ha Oaze «HeuemKux SKCMPAKMOPOS)» U HEUPOHHbIX cemell K
eenepayuy Kuodell wupposanus uiu napoieil Ha OCHOGe NAPAMEMPO8 HOOCOZHAMENbHBIX OGUINCEHUN
cybvexmog. Paccmompenuvt netipocemu na 6aze cemeticmea cmandapmos I'OCT P 52633. I[lpeonooicen
ATbMEPHAMUBHBINL  6APUAHM  8IMOPO20  Cl0s  HeUPOHO8 YKasawuou cemu. Paccmompen eapuanm
KOMOUHUPOBAaHUsl n00X00a Ha baze Heltipocemu U KO008, UCAPABTAIOWUX OUUOKU ¢ OE30NACHBIM OMOETbHbIM
Xpauenuem cuUHOPOMO8 owubOK 6 ude yceyeHHvx xeui-ynkyuil. IIposedenvl IKChepumMenmanvas oyenKa
HAOEICHOCMU PACCMOMPEHHBIX NOOX0008 U CpABHEHUe pe3yIbmamos ¢ Oonee PpaHHUMU, NOJYYEHHLIMU C
NpUMEHeHUeM HeYemKux dKCMpaKkmopos.

Knroueswvie cnosa: neuemiui IKCmMpaKkmop, UcCKyccmeeHnHnvle HeﬁpOHHble cemu, K./zaeuamypﬂblﬁ
novyepk; ocobennocmu 600np0u3680€HM}Z noc)nucu; napamempbul cojsoca.
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GENERATION OF KEY SEQUENCES
BASED ON SUBCONSCIOUS MOVEMENTS PARAMETERS

The article discusses approaches based on «fuzzy extractorsy and neural networks to generate encryption keys
or passwords based on subconscious movements parameters. Neural networks are considered on the basis of standards
GOST R 52633. An alternative version of the second layer of neurons in this network is proposed. A variant of a
combination of approach based on neural networks and error-correcting codes with the safe storage of individual error
syndromes in the form of truncated hash functions. Experimental evaluation of the reliability of these approaches and
comparison of the results with earlier obtained using fuzzy extractors were done.

Keywords: fuzzy extractor; artificial neural networks; keyboard handwriting; signature dynamics; voice

parameters.
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OCHOBAHHAS HA 2UOPUOHOM Modenupoganuu 6 cpede AnyLogic. Onucana KOHYenmyaibHas MoOelb CUCHEMbl
3auumul UHGOpMayuL, NPeoCmasiena CIMpYKmypa 0aHHbIX, RO360AAI0UAS NEPCOHUGUYUPOBATb NOGedeHUe
azenmos U  cmeuuapmvl  OCHOBHBIX — Kiaccos moodenu. [lpugedenvl  pe3ynomamvl  CUMYAAYUIL,
uATIOCmMpUpyrouue 0coOeHHOCMU NPUMEHIEMO20 NOOX00d.

Knwuesvie cnosa: 6e3onacnocmo qubopMauuongzx cucmem, dazceHnHoe MO()€JZMpO6aHu€,'
nepCOHu(])uKauuﬂ Nn08edeHUs A2eHMO8.

Cmampa noozomoejeHa 6 pamkax ucciedosamenvckozo npoekma POOH Ne 16-07-01055\165
«Aoanmayusa pecypcoemKkux anzopummos K pacnpeoeiennoll 6bluuciumenbHoil cpeoey.
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PERSONIFICATION BEHAVIOR OF SUBJECTS
IN THE MODELING OF SECURITY OF INFORMATION SYSTEMS

The article discusses the technique of assessing the level of security of information systems, based on a hybrid
simulation environment in AnyLogic. We describe a conceptual model of information security systems, presented the
data structure to personalize the behavior of agents and steycharty major classes of models. The results of simulations
illustrating the features of the approach applied.

Keywords: security of information systems,; agent-based modeling; personification of agents' behavior.
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UHpopmayuoHHbIe cucmembl U mexHosI02uu

TPEBOBAHUA
K 0(p)OPMJICHUIO CTATBHH JJIsl ONYOJIMKOBAHHSA B :KypHaJe
«HpopManOHHBIE CHCTEMBbI U TEXHOJIOTHI

OBIIME TPEBOBAHUSA

O6beM MaTepualia, MPEANAraeMoro K IyOJMKAIMH, W3MepsieTcs CTPaHWI[aMH TEKCTa Ha JHCTax
dpopmara A4 u coxepxur oT 4 10 9 cTpaHMI;, BCE CTPAHMULBI PYKOINUCU AODKHBI UMETh CIUIOLIHYIO
HyMEpaIuio.

B omHOM cOOpHMKE MOXXET OBITH OMyOJIMKOBaHA TOJIBKO OJHA CTaThs OAHOIO aBTOPA, BKIIOYAs
COaBTOPCTBO.

Ilnara c aciupaHTOB 3a MMyOJNKALIMIO PYKOIHCEH HE B3UMACTCH.

AHHOTaIMU BCeX MyOIMKYyEeMbIX MaTepHaloB, KIIOYEBHIE ClIOBa, HH(oOpMalusa 00 aBTOpax, CIUCKH
JTUTEepaTypsl OyAyT HAaXOAWTHCA B CBOOOJHOM JOCTYIE Ha CaliTe COOTBETCTBYIOIIETO JKypHala M Ha caiTe
Poccuiickoit HayuHOil snekTporHON OnbnuoTexku — PYHOB (Poccuiicknii nHAEKC HAYIHOTO IIUTUPOBAHMS ).

TPEBOBAHUSA K COJEP KAHUIO HAYYHOM CTATHU

Hayunas crates, mpemocTaBisieMas B JKypHAIBI, TOJDKHA HMETh CICAYIOIUE 00s3aTedbHbIe
3JIEMEHTHI:

— TMOCTaHOBKA MPOOJIEMBI WIIH 331a9d B 00IIIEM BH/IE;

— aHajmu3 JOCTHXKCHUHN M MyOIuKanuid, B KOTOPBIX MpeiaracTcs pelicHue JaHHOW MPOoOIeMBbl WK
3a/1auu, Ha KOTOPBIE OMMMPAETCS aBTOP, BEIICTEHNE HAyYHOH HOBU3HHI,

— HCCIIeIOBAaTeNIbCKAs YacCTh;

— 000CHOBaHWE MOYICHHBIX PE3yIbTaTOB;

— BBIBOABl 110 JAHHOMY UCCIEIOBAHWUI0O M TMEPCHEKTHBHl JANBHEHIIEr0 Pa3BUTHS JTaHHOTO
HaIpaBJICHUS;

— Oubmmorpadus.

TPEBOBAHHUSA K O®OPMJIEHHUIO HAYUYHOM CTATHU

Cratps momwkHa ObiTh HaOpana mpudTtom Times New Roman, pasmep 12 pt ¢ oxnHapHBIM
WHTEPBAJIOM, TEKCT BBIPABHHMBAETCS IO MIMpHHE; ad3anHbelid orcTyn — 1,25 cM, mpaBoe mone — 2 cM, JIeBoe
noJie — 2 ¢M, IOJIsl BHU3Y U BBEPXY — 2 CM.

Oo6s13aTeJIbHBIE 3J1€MEHTHI:

- YIK

— 3aryiaBHe (Ha PyCCKOM M AHTJIMHCKOM SI3bIKaX)

— AQHHOTANU#A (HA PYCCKOM M aHIJIMIICKOM fI3bIKAX)

— KJII0YeBbIe ¢JI0Ba (HA PYCCKOM M aHIVIHHCKOM SI3BIKAX)

CIUCOK JIUTePATyphbl, HA KOTOPYIO aBTOP CCBHUIAETCS B TEKCTE CTAThH.

TABJH/H_IBI PUCYHKU, ®OPMYVYJIbI

Bce Tabnumpl, pUCYHKH W OCHOBHBIE (OPMYJBI, NPHBEACHHBIE B TEKCTE CTAaThH, JOJDKHBI OBITH
MIPOHYMEPOBAHEI.

®opmyJasl cienyer Habupath B pegakTope Gopmya Microsoft Equation 3.0 ¢ pazmMepammu: 0OBIYHBIIH
mpupt — 12 pt, xpynasiii uaexc — 10 pt , menkuit mHIEKC — 8 pt. DopmyJbl, BHeAPeHHbIe KakK
u3o0paxenne, He jgomyckaorca! Pycckue U Tpedeckue OyKBBI, a Takke O0O3HAUCHUS
TPUTOHOMETPUUECKHUX (PYHKIMHA HAaOUPAIOTCS MPSAMBIM MIPUPTOM, JIATHHCKHE OYKBBI — KYPCUBOM.

Pucynku u npyrue wutiocTpanun (4epTexu, TpaduKu, CXeMbl, AUarpaMMbl, JOTOCHUMKH) CIEAYET
pacronaraTb HETOCPEJCTBEHHO IIOCJIE TEeKCTa, B KOTOPOM OHHM YIMOMMHAIOTCS BIIEpBBIE. PUCYHKH, 9YHCIIO
KOTOPBIX JOJDKHO OBITH JIOTHYECKH ONPAaBIAHHBIM, IPEACTABIAIOTCS B BHJIE OTAEIBHBIX (hailiioB B Gopmare
*.eps (Encapsulated PostScript) unn TIF pazmepom ne menee 300 dpi.

CBEJIEHH S Ob ABTOPAX
B xonne crateu mpuBozsTcs HaOpaHHble 10 pt cBeneHNst 00 aBTOpax B TaKOH IMOCIEI0BATEIHLHOCTH:
(amwns, UMs, 0OT4eCTBO (ITONYKUPHBIN HIPU(T); yIpekIeHHE WIN OpraHW3alys, YdeHas CTEeleHb, YIeHOe
3BaHME, TOJDKHOCTB, aapec, TenedoH, aIeKTpoHHas mouTa (00br9HbI mpudT). CBeneHus 06 aBTOpax Takxke
MIPEIOCTABISAIOTCS OTAEIBHBIM (haillioM 1 0053aTeNbHO AyOIUPYIOTCS Ha aHTIIHMICKOM SI3BIKE.
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